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LETTER OF PROMULGATION

1. The Electronic Key Management System Inspection Manual (EKMS 3A),
promulgates policy and procedures for conducting EKMS inspections of
Department of the Navy (DON), Military Sealift Command and Coast Guard
commands, including contracted support personnel. The guidance in this manual
is based on policy and procedures set forth in national and Navy COMSEC
doctrinal publications.

2. EKMS 3A is effective upon receipt and replaces all previously issued and
dated EKMS inspection guidance.

3. EKMS 3A is authorized for reproduction and use in any operational
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CHAPTER 1 - | NTRODUCTI ON TO THE ELECTRONI C KEY MANAGEMENT SYSTEM
(EKMS) | NSPECTI ON AUDI T PROCGRAM

101. PURPOSE. This nmanual prescribes policies and procedures
related to conducting formal Conmuni cations Security (COVSEC)

i nspections of Electronic Key Managenent System (EKMS) accounts
wi thin the Departnent of the Navy (DON), including U S. Navy,
Mlitary Sealift Command (MSC), WMarine Corps, Coast Cuard
(COGARD), and contracted support personnel. Annexes A through F
pertain.

105. SCOPE AND APPLI CATI ON:

a. Source. The policies and procedures in this nmanual are
derived from National, Departnent of Defense (DOD), and DON
COVBEC doctri ne.

b. Scope. EKMs 3A establishes qualification standards for
EKVS | nspectors and prescribes the m ni mnum standards for
conducting EKMS i nspections. Additional unique requirenents may
be i nmposed by the Conmmandant of the Marine Corps (CMC CPIA),
COGARD Tel econmmuni cations Information Systens Command (Tl SCOM
| SD-3B), Fl eet Conmmanders-in-Chief (FLTCINC), Type Conmanders
(TYCOM), Imediate Superiors in Command (1SIC), and | nnmediate
Unit Commanders (1UC) for supported commands, units and
activities.

c. Application. The COMSEC requirenents in this manual
apply to all DON and Coast CGuard activities maintaining a
nunber ed EKMS account which use EKM5S. The EKMS inspection
policies and procedures apply to all DON and Coast Guard
| SI Cs/ 1 UCs whose subordinate activities maintain a nunbered EKMS
account .

d. Recommendations. Recomended changes to this
instruction will be submtted to Director, Comrunications
Security Material System (DCMS), EKMS Education and Trai ning
Departnent (80), via the adm nistrative chain of command.

110. DEFI NI TI ONS:

a. Audit/Inspection. A formal, independent review and
exam nation of records and activities conducted to assess the
adequacy of systemcontrols and ensure conpliance with
est abl i shed policies and operational procedures.
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The exam nation nmust be conducted by an authority froma

di fferent organization than that of the inspected facility. The
exam nation nust be concluded with a follow up to recomrend
necessary changes in controls, policies, or procedures.

b. EKMS Training Visit. On-site refresher training (not
to be used in Iieu of the unannounced bi ennial EKMS inspection)
in the managenment and handling of COVSEC nmaterial. An EKMS
training visit is required for each Marine Corps and Coast Cuard
nunber ed EKMS account serviced by DCM5S (mlitary and civilian)
every 18 nonths. EKMS training visits are optional for Navy
nunbered EKMS accounts.

c. Electronic Key Managenent System (EKMS). The | ogistics
and accounting systemthrough which electronic key is accounted,
di stributed, generated, controlled, destroyed and saf eguarded.

It al so provides managenent of physical key and non-key COVSBEC-
related itens.

d. Communi cations Security (COVSEC). Protective neasures
taken to deny unaut horized persons information derived from
t el ecommuni cations of the U S. CGovernnent concerning National
security; protective neasures taken to ensure the authenticity of
such tel ecommuni cati ons.

e. Followup. The process of ensuring that a command is
t aki ng adequat e action on approved recomrendati ons contained in
an inspection report. This action is normally acconplished by a
followup letter report.

f. Physical Security Inspection. An exam nation by a
certified inspector of an activity’'s physical security and | oss
prevention prograns to determ ne conpliance wth physical
security policy. Annexes D and E pertain. Categories of
i nspections include:

(1) Navy and Mlitary Sealift Command. A physi cal
security inspection is normally conducted by the ISIC. Fol | ow up
action to correct noted deficiencies is required.

(2) Marine Corps. Physical security inspections are
normal Iy conducted as part of the command inspection program
Commandi ng O ficers will establish | ocal physical security
i nspection prograns for their subordi nate conmands.
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(3) Coast Guard. A specific, on-site exam nation of
any facility or activity conducted by authorized COVSEC or
physi cal security personnel to determ ne vulnerabilities and
conpliance with physical security policies as established in
COMDTI NST 5530.1 (series).

g. Physical Security Survey. An evaluation of the overal
security posture of a given facility or activity. The survey
shoul d not be regarded as an inspection or investigation.

Physi cal security surveys will be conpleted using NAVMC 11121.
At the discretion of the Commanding O ficer, the conpleted NAVMC

11121 nmay be used as part of the physical security inspection.

NOTE: Marine Corps - a specific, on-site exam nation of
any facility or activity conducted by a trained physical
security specialist (MOS 5814) to identify security
weaknesses and reconmend corrective nmeasures.)

115. RESPONSI BI LI TY:

a. Commander, Naval Conputer and Tel econmuni cati ons
Command (CNCTC). CNCTC i npl enented the EKMS inspection program
for the DON and U.S. Coast CGuard.

b. Director, Communications Security Material System
(DCV5) . DCMs administers the EKMS inspection programfor the DON
and the Coast Guard.

c. |Imediate Superior in Conmand/ | medi ate Unit Comrander
(Istdl1ug. The ISICIUC is responsible for conducting required
EKMS i nspections (Annexes A through C) and facility approvals
(Annexes D and E) for their subordinate commands. Wthin the
Marine Corps, the ISICis the command which has adm nistrative
control over a unit.

d. EKMS Inspection Team Leader. The senior certified EKMS
i nspector assigned to and in charge of the EKMS inspection team
The EKMS | nspection Leader is responsible to the ISICIUC for the
proper conduct and reporting of the EKMS i nspection in accordance
with this instruction and suppl enentary gui dance provi ded by the
| SI T 1 UC

e. EKMS Inspection Team Menber. The EKMS I nspection Team
Menmber, if assigned/tasked, is responsible to the EKMS | nspection
Team Leader for properly conducting that portion of the EKVS
i nspection assigned. Al significant discrepancies identified by
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an EKMS | nspection Team Menber will be validated by the EKVS
| nspecti on Team Leader.

120. SPECI AL NOTES:

a. Electronic Key Managenent System (EKMS) Manager. The
term CMS Custodian, used in other instructions, has been
replaced by the new term EKM5 Manager to reflect the additional
duties required.

b. Local Elenment (LE). The term Local Elenent, applies
where either the term Local Hol der or CM5 User were used in other
i nstructions.
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CHAPTER 2 - EKMs | NSPECTI ON POLI CY AND PROCEDURES

201. GENERAL PCOLICY: [ISICs/1UCs nust conduct unannounced EKNMS

i nspections of their subordi nate commands and units once every 24
months (biennially). [1SICs/IUCs are also responsible for initial
physi cal security facility approval and recertification for
COVBEC material storage. EKMS inspections shall be perforned
only by personnel who neet the designation requirenents in
Article 301 of this manual.

NOTE: Wthin the Marine Corps, the inspected command wil |
provi de the EKMS i nspector with a copy of the nost recent
physi cal security survey to be used as a basis for initial
physi cal security facility approval and recertification.

205. EKMS | NSPECTI ON PROCESS:

a. EKMS inspection. The EKMS inspection nust be conducted
in detail to evaluate the safeguarding, accounting and
di sposition of COVSEC nmaterial within a COMSEC account. An
i nspection wll include the Local Account and all Local
El enent (s) (LEs). The inspection checklists, contained in
Annexes A through E, will be used as inspection guidelines.
Specifically, Annexes A through C address required, as
appl i cabl e, EKMS inspector checklists; whereas, Annexes D and E
address I SIC required actions that may, or may not, be included
as part of the EKMS inspection process. CMC, COGARD Tl SCOM MsSC,
FLTCI NCs, TYCOMs and | SICs/IUCs may suppl enent Annexes A through
E with additional, unique requirenents. Additional requirenments
incorporated into the inspection guides nust contain references
of source docunents that reflect the nost current COMSEC policy
and procedures. EKMS Managers who are al so desi gnated EKMS
| nspectors are not authorized to conduct formal EKMS inspections
on their own accounts or their LEs; however, they may conduct
spot-checks at their discretion.

NOTES:
1. If there are a large nunber of LEs that are externa
to the command, a m nimum of three nust be included.
2. LEs which are not collocated within a 50 mle radius
of the inspected conmand nay be exenpted fromthe
i nspection at the discretion of the inspecting command.

The EKMS i nspection process is an excellent tool to assess
command COVSEC handl i ng procedures and i nprove the way we do
busi ness. The inspected commands are the custonmer of the EKMS
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| nspector. These conmmands want to do a good job, so it follows
that weak areas may be attributed to factors which make it nore
difficult to do quality work. The EKMS Inspector is tasked with
identifying and anal yzi ng those factors and offering suggestions
for inmprovenent. The goal for the EKMS I nspector should be to
help inprove the abilities of those who do the work to better
acconplish their mssion. The purpose of the EKMS inspection is
not to punish a conmand by catching them doi ng sonet hi ng wong,
but to identify those areas that need to be inproved in order for
that command to operate in the nost effective and efficient
manner .

b. Preinspection Guidelines. Prior to conducting an EKMS
i nspection, the inspector(s) shoul d:

(1) Becone famliar with other avail able regul ations
and directives of higher authority that apply to the command or
unit to be inspected.

(2) Research the nost recent history on the managenent
of the EKMS account to include:

(a) previous EKMS/ CVB i nspections;

(b) docunentation of problemconditions identified
and corrective actions recomrended/taken; and,

(c) information regarding reports of COVGEC
incidents or insecurities.

(3) Review areas of special interest identified by
DCVS, 1SIC1UC or higher authority.

c. Approval of COVSBEC Facilities. Standards for
saf eguardi ng COMSEC facilities are necessary to ensure the
integrity of the classified COVMSEC material contained therein.
Each COVBEC facility must nmeet m ni num physical security
st andards and nust be approved by the responsi bl e departnent or
agency (e.g., ISIC, 1UC) to hold classified COMSEC material prior

to its use. The responsible departnent or agency of the Local
Account is that account's ISIC or 1UC. For a LE whose command is
different fromthe Local Account, the LEs ISIC or 1UC w |
conduct the COVBEC facilities approval of that account or user
facility. This approval should be based upon a physical security
i nspection that determ nes whether or not the COMSEC facility
nmeets the physical safeguardi ng standards outlined in DOV Coast
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Guard COVBEC security manuals and CMS 21(Series). This physical
security inspection should be perfornmed by a qualified physical
security officer. After the initial approval, the COVSEC
facility wll be reinspected at intervals no greater than 24
months. This reinspection may be conpleted in conjunction with
t he unannounced EKMS inspection. The COMSEC facility nust al so
be reinspected and approval confirned when there is evidence of
penetration or tanpering, after alterations that significantly
change the physical characteristics of the facility, when the
facility is relocated, or when it is re-occupied after being
tenporarily abandoned.

NOTE: A Letter or Menorandum of Agreenent (LOA MOA) between
the Local Account and the Local Elenent may stipul ate that
the Local Account 1SIC can certify and/or recertify COVSEC
facilities.

d. Evaluation Criteria. Upon conpletion of the
i nspection, an evaluation of either Satisfactory or
Unsatisfactory will be assigned. The follow ng m ni nrum standards
must be used to evaluate inspection results as unsatisfactory:

(1) One (1) COVBEC Incident. (Incidents identified by
the inspector during the course of i1nspection.)

or

(2) Three (3) Practices Dangerous to Security (PDS).
(I'ncludes Reportable and Non-reportable PDS s identified by the
i nspector during course of inspection.)

or

(3) Major admnistrative errors that exceed: (Ilnspector
must obtain total line itenms fromthe nost current DCMS generated
Fi xed Cycle Inventory):

(a) for accounts up to and including 120 line
itenms, maxi mumof 10 errors.

(b) for accounts between 121 and 250 line itens,
maxi mum of 20 errors.

(c) for accounts between 251 and 400 line itens,
maxi mum of 30 errors.
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(d) for accounts between 401 and 500 line itens,
maxi mum of 35 errors.

(e) for accounts of 500 line itens or greater,
maxi mum of 40 errors.

NOTE: During the review of the adm nistrative process,
i nspectors should also attenpt to identify
trends of comon repetitive errors (e.g., repeatedly
mssing initials on line-outs). Repetitive
adm nistrative errors should be graded as one error.
Maj or adm nistrative errors are those that are
considered significantly inportant enough to require
action. A repetitive admnistrative error is
considered a major error. Mnor admnistrative errors,
not repetitive in nature, should not be considered a
maj or error when eval uating the above inspection
criteria.

(4) Inspectors shall include the overall performance of
the EKM5S account along with the nunber and description of any
insecurities, PDS, and/or nmajor admnistrative errors in the
i nspection report.

(5) The biennial inspection perfornmed by the ISICis
the only authorized, formal EKMS inspection. No other entities
wi || conduct COVSEC i nspecti ons.

e. Re-Inspection. |[|f an account being inspected receives a
grade of Unsatisfactory on an EKMS inspection or fails
certification/recertification:

(1) An EKMS re-inspection will be conducted at the
di scretion of the I1SIC but no later than three (3) nonths from
the date of failure.

(2) Certification/Recertification failure:

(a) Certification - The COVSEC facility nust be
nodi fied to neet specifications and be reinspected.

(b) Recertification - Account nust conply with

wai ver requirenments as set forth in OPNAVI NST 5530. 14C Appendi X
| V.
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NOTE: Per OPNAVI NST 5530. 14C Appendi x 1V, approved
wai vers will exenpt the recipient froma specific
security standard for 12 nonths. Repairs should be
effected as soon as possible, and the COVSEC facility
will be reinspected. For Naval facilities, waiver
requests nust be forwarded to CNO (N-09N), information

copy to DCMS//20//, in order to continue to hold COVSEC
mat eri al .
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CHAPTER 3 - ASS|I GNVENT OF EKMS | NSPECTORS
301. DESI GNATI ON REQUI REMENTS FOR EKMS | NSPECTORS. | Sl Cs/ | UCs

nmust ensure that their personnel neet the follow ng m ni mum
requi renents prior to assigning themas EKMS | nspectors:

a. US citizen (immgrant aliens are not eligible).
b. Possess a Top Secret clearance.

c. Inspection Team Leaders nust be E-7 (E-6 for Marine
Corps, GS-7 for Cvilian Governnent Service enpl oyees) or higher.

NOTE: Submt request for waivers to Team Leader m ni mum
grade requirenents to DCMS Washi ngton DC//80//.

d. Inspection Team Menbers nust be E-6 (GS-7 for Guvilian
Gover nment Servi ce enpl oyees) or higher.

e. Inspection Team Leaders nust have previously served as
an EKMS Manager or CVMS Custodian or alternate for at |east six
months within the past 36 nonths.

f. Team Menbers nust have served at | east as CMS users and
shoul d be thoroughly know edgeabl e of CMS policies and
pr ocedur es.

g. Al EKMS I nspectors nust successfully conplete the EKMS
Manager Course of Instruction (V-4C-0013) within the previous 36
months. (Optional for recertification as an EKMS | nspector, at
the discretion of the I1SIC.)

h. Attend a classroom EKMS | nspector Training Sem nar
conducted by one of the CM5S Advi ce and Assistance (A&A) Teans as
listed in CV5 21(Series).

i. Wthin 30 days after conpleting the EKVMS | nspector
Trai ni ng Sem nar:

(1) Assist with a mi nimum of one EKMS A&A training
visit.

(2) Participate in an actual EKMS inspection with a
qual ified EKMS I nspector. This requirenent is waived for the
recertification of current EKMS inspectors.
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NOTE: In addition to the requirenents outlined in
Article 301 with the exception of sub paragraph
i.(2), the followng information is applicable
for U S. Coast Guard I SIC inspectors:

1. U S Coast Guard Area/District personnel who
have been identified for appointnment as an I SIC

i nspector, after conpletion of the above

requi renents, nust participate in an actual EKMS
inspection with U S. Coast Guard TI SCOM Chi ef,
Secure Communi cations Services Branch (1SD 3B) as
the final step in the inspection certification
process.

305. RECOVMENDATI ON FOR ASSI GNMVENT.  Upon favorabl e conpl etion
of the requirenents in Article 301, the A&A team providi ng
required training will submt a recomendation to DCMS. DCMS
will forward a letter of certification recomrendi ng assi gnment as
an EKMS | nspector to the individual's conmand. The command w | |

t hen appoint the inspector in witing. |In order for an EKVMS

| nspector to retain their certification, personnel nust re-attend
t he EKMS | nspector Training Sem nar under the follow ng

si tuations:

a. Every 36 nonths while assigned as an EKMS | nspector.

b. Personnel re-assigned as an EKMS | nspector that have
been out of the programfor a period exceeding 12 nont hs,
providing all remaining requirenents remain valid.

c. Additional training, as directed.

Upon conpl etion of a subsequent EKMS | nspector Training Sem nar,
DCMS wll forward a letter of recomrendation for continued
assi gnnent as an EKMS I nspector to the individual's command.

Note: U. S. Coast Cuard personnel who have favorably
conpleted the requirenents of Article 301, after a
recommendati on has been forwarded to DCMS by TI SCOM | SD- 3B)
TISCOM I SD-3B) will issue an EKMS I nspector Certificate to
the individual’s command whi ch aut horizes appoi ntnent of the
i ndi vi dual as an EKMS I nspector.
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310. EKNMS | NSPECTOR ASSI STANCE. An ISIC1UC nay require the
assi stance of an EKMS | nspector due to the unavailability of a
qualified EKMS I nspector on staff. |1SICs shall first request
assistance fromthe next senior in command. |f an inspector is
not available, further requests for assistance may be forwarded
to DCVMS WASHI NGTON DC//80//. Requests should be submtted 90
days prior to the inspection date to facilitate scheduling. DCVS
will identify qualified EKMS | nspectors in the geographical area
concerned and coordi nate, as needed. The assigned EKMS

| nspector(s) will conduct the EKVS inspection for and under the
authority of the requesting ISIC/1UC. The ISIC should assist the
assigned EKMS I nspector in obtaining any uni que suppl enent al

requi renments which apply to the inspected command as outlined in
Article 205. Any expenses incurred by the assigned EKMS

| nspector, and/or supported personnel, will be the responsibility
of the requesting I1SICIUC
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CHAPTER 4 - EKMs | NSPECTI ON REPORTI NG PROCEDURES

401. CONTENT AND SUBM SSI ON GUI DELI NES:

a. Significant deficiencies disclosed by the inspecting
of ficials which appear to require action by higher |evel
authorities nust be reported imediately to the Commandi ng
Oficer (CO of the inspected command.

b. An informal out-brief nmust be provided by the EKMS
| nspector to the Commanding O ficer, Oficer-In-Charge (OC, or
Staff CM5 Responsibility Oficer (SCVMSRO at the concl usion of
t he i nspection.

c. Formal EKMS inspection reports evaluated as
unsati sfactory in accordance with Chapter 2 nust provide
references and comments to substantiate the evaluation. Al
formal EKMS inspection reports nust contain recomendations for
correcting deficiencies. (See Annex F for an exanple of an EKMS
i nspection report.)

d. Approval to continue to hold classified COVSEC materi al
nmust be included in the inspection report.

e. Formal EKMS inspection reports wll be submtted by the
EKVS | nspector to the ISIC for endorsenent and forwarding to the
i nspected command. The endorsenent will direct the inspected
command to correct the deficiencies and return a report of
corrective nmeasures within the tinmefrane determ ned by the
| SIC/1UC. EKMS | nspectors inspecting Echelon Two EKMS accounts
w [l submt inspection reports to DCM5 (80). Do not forward
copi es of inspection reports fromother commands to DCMS, unl ess
di rect ed.

405. EKMS FEEDBACK REPORT. Feedback is an inportant nmanagenent
tool. Submt feedback reports regarding significant

di screpancies or msinterpretations of COVSEC policies or
procedures to DCVM5S with information copy to CNCTC and the Chain
of Command. |1SIC/1UCs are encouraged to forward such information
to inprove not only the EKMS i nspection program but to inprove

t he COVBEC system as a whole. The use of this report is strongly
encouraged as it can provide DCMs with information, practices, or
procedures which may be applied advant ageously throughout the DON
and Coast Guard EKMS communities. Annex G provides an exanple of
a EKMS feedback report nessage.
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410. PRI VI LEGED NATURE OF | NSPECTI ON REPORTS. Rel ease of EKMS

| nspection reports prepared under the provision of this manual
require appropriate restrictions on public access and access by
government al organi zations external to the DON. Inspectors serve
as the 1SIC s representative for evaluating the EKM5 account
managenent of subordi nate commands. The rel ease of reports
outside the original distribution as designated by the 1SIC would
inhibit the exchange of full and open views between the inspector
and those being inspected and woul d seriously inpair the
effectiveness of this managenent tool. In addition to being

mar ked FOR OFFI CI AL USE ONLY, the follow ng caveat shall be

i ncluded on all EKMS | nspection reports:

a. Navy. "The information contained in this report
relates to the internal practices of the Departnent of the Navy.
This docunent is therefore an internal communication. This report
is not releasable, nor may its contents be disclosed outside the
Department of the Navy w thout prior approval. This report may
not be reproduced, in whole or in part, wthout approval from an
appropriate superior authority. In accordance with this
instruction and other related regul ati ons, requests for, or
correspondence related to this report com ng from outside sources
shall be pronptly referred to the proper authority. The revi ew ng
authority shall in turn refer the request, with recomended
actions, to the appropriate Fleet Commander-in-Chief. Hol ders of
this report shall strictly observe these restrictions.”

b. Marine Corps. "The information contained herein
relates to the internal practices of the Departnent of the Navy
and the U S. Marine Corps. This report is not rel easable, nor
may its contents be disclosed in whole or in part, wthout prior
approval of (the inspecting command), CMC or DCVMS (80). In
accordance with this instruction, requests for this report,
portions thereof, or correspondence related thereto, froma
source external to the Departnment of the Navy shall be pronptly
referred to CMC Conmuni cations Security Branch (CPIA). Holders
of this report shall strictly observe this caveat."

c. Coast CGuard. "The information contained herein rel ates
to the internal practices of the Departnent of Transportation and
is an internal comrunication within the inspecting command. This
report of (inspecting authority) is not releasable, nor may its
contents be disclosed outside of original distribution, nor may
it be reproduced in whole or in part, w thout prior approval of
(i nspecting authority), COGARD TISCOM or DCMS (80). In
accordance with this instruction, requests for this report,
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portions thereof, or correspondence related thereto, froma
source external to the Departnment of Transportation shall be
promptly referred to (inspecting authority) who shall further
refer the request with recomended action thereon to the
Commander, U.S. Coast Guard Tel ecomruni cations Information
Systens Command (COGARD TI SCOM |SD-3B). Holders of this report
shall strictly observe this caveat."
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ANNEX A
EKMS | NSPECTI ON GUI DE
EKMS MANAGER

PURPOSE. The purpose of this inspection guide is to ensure al
aspects of COMSEC managenent are covered by the EKMS inspectors
during the account inspection.

| NI TI AL REQUI RED DATA:

Dat e of | nspection:

Command | nspect ed:

| medi ate Superior in Comrand (if other than EKMS | nspector)
of Unit I|nspected:

Dat e of Last Inspection:

Nane/ G ade/ Rat e and Command of EKMS | nspector:

Date of Last Facilities Approval:

EKVMS Manager Nane/ G ade:

Al ternate EKMS Manager Nane/ G ade:

| dentify Foll ow ng, as Applicabl e/ Assi gned:

Second Alternate EKMS Manager Nane/ G ade:

Third Alternate EKMS Manager Nane/ G ade:

Account C erk Nane/ G ade:
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ANNEX A
EKMS | NSPECTI ON GUI DE
EKMS MANAGER

SECTI ON | DENTI FI CATI ON

N

o o A~ W

10
11
12
13
14
15
16
17

18

Security

EKMS Manager Responsibilities

Account Cerk

LCVS/ NEAT/ CARS

Chronol ogical File

Transaction Status Log

COVBEC Material Receipts/ Transfers

Destruction Procedures/ Reports

DCMS- Generat ed Fixed Cycle (FC) Inventory Reports
Combi ned/ Speci al DCMS- Generated | nventory Reports
Compl eting SF-153 Inventory Reports
Correspondence, Message, and Directives File
COVSEC Li brary

Ceneral Message File (GW)

Local Custody File

Report Retention/ D sposition

Reseal i ng/ St at us Mar ki ngs

Pagechecks
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ANNEX A
EKMS | NSPECTI ON GUI DE
EKMS MANAGER

SECTI ON | DENTI FI CATI ON ( CONT' D)

19
20

21

22
23
24
25
26

Correcti ons and Anendnents
STU-I 1]

Over-the-Air-Rekey (OTAR)/ Over-the-Air-Transfer
( OTAT)

Data Transfer Device (DTD)

Emer gency Protection of COMSEC Materi al

Enmer gency Destruction Plan ( EDP)

Commandi ng O ficer (CO O C, SCVMSRO Responsibilities

Mat erial Accountability Tracking
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ANNEX A
EKMS | NSPECTI ON GUI DE
EKMS MANAGER

ACTI ON. The follow ng i nspection checklist shall be used and
conpleted, inits entirety, by the EKVMS | nspector conducting the
i nspection. Per Chapter 2 and Article 401.c., inspection reports
eval uated as unsatisfactory nust include references and conments
to substantiate the evaluation. As such, below each item

revi ewed, space is provided to annotate comments to any question
that receives a negative response. This inclusion in the

i nspection checklists should greatly aid inspectors and conmands
when conducting the out-brief and witing the official report of

i nspection results.

SECTION 1 -- SECURI TY
NOTE: | nspect COVBEC vault using Annex D or E as appropriate

YES NO

1. Are adequate visitor controls enforced to
ensure that access to classified information
is given only to visitors who possess the
proper identification, security clearance,
and NEED TO KNOWP [ SECNAVI NST 5510. 30A,
Article 11-1 paragraph 2,3; SECNAVI NST
5510. 36, Article 7-11; CM5 21A, Article
550. €]

2. Ils avisitor's register maintained and
retained for one year fromthe date the
regi ster was conpleted? [CM5 21A, Article
550. e; Annex T]

3. Is unescorted access |imted to individuals
whose duties require such access and who neet
access requirenents? [CMS 21A, Articles
505, 535, 550. €]
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YES

ORI G NAL

ANNEX A

SECTION 1 -- SECURI TY (CONT’ D)

Are the names of individuals with regular
duty assignnents in the COVSEC facility on
a formal access list? [CV5 21A, Article
550. €]

PART A: Are personnel whose duties require
access to COVSEC material formally authorized
inwiting by the CO? [CM5 21A, Article
450. C and 505. d]

PART B: |If personnel are authorized access
to COMSEC material on an access |list, has the
| ist been updated annually or whenever the
status of an individual changed? [CM5 21A,
Article 505.d(2)]

Do all personnel having access to COVSEC

mat eri al have a clearance equal to or greater
t han the highest classification of the
material? [CVM5 21A, Article 505. a]

NOTE: LMD KP System Adm ni strator’s and
Operator’s nmust have a m ni num cl earance
| evel of SECRET.




YES

EKMS 3A
ANNEX A

SECTION 1 -- SECURI TY (CONT’ D)

10.

11.

| s security clearance data of personnel whose
duties require access to COVMSEC materi al
mai nt ai ned by the Conmand Security Manager?

[ SECNAVI NST 5510. 30A, Article 9-5 paragraphs
2,3,4,5]

NOTE: For Marine Corps, docunented in the
Marine Corps Total Force System (MCTES). For
Coast Guard, docunented in the Personnel
Managenent I nformation System (PMS).

Has formal facility approval been given in
witing, by ISIC or higher authority, to hold
classified COMWEC material ? [CV5 21A,
Article 405.a(2), 405.9g(2) and 550.d(1)]

Is the exterior of each COVSEC security
contai ner free of markings which reveal the
classification of the material stored
therei n? [ SECNAVI NST 5510. 36, Article 10-1,
par agraph 3]

| s the space/conpartnent or vault which
contains COVSEC naterial outwardly identified
as "RESTRI CTED AREA"? [ OPNAVI NST 5530. 14C,
Article 0319.d, Appendixes VI, VII]

Are applicable security controls (e.g.,
guards and alarns) in place in accordance
w t h SECNAVI NST 5510. 36, Chapter 10? [CMS
21A, Article 520.a(3)]
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YES

ANNEX A

SECTION 1 -- SECURI TY (CONT’ D)

12.

13.

14.

15.

ORI G NAL

Do storage containers neet the m ni mum
security requirenents for the highest
classification of keying material stored
therein? [CVM5 21A, Article 520.c, 520.d and
520. e; SECNAVI NST 5510. 36, Chapter 10]

NOTE: Effective 14 April 93 commands are
not authorized to externally nodify GSA
approved security containers or vault doors.

| f external nodifications are nade after this
date, the containers or vault doors are no

| onger authorized to store any classified
material. [CVM5 21A, Article 520.f]

| s a Mai ntenance Record for Security

Contai ners and Vault Doors (Optional Form 89)
mai nt ai ned for each security contai ner and
retained within the contai ner? [ SECNAVI NST
5510. 36, Article 10-15, paragraph 3, Exhibit
10C, CMs 21A, Article 520.b(3)]

Are all damages, repairs or alterations

to the container or parts of the container
(e.g., Goup 1R | ocks, |ocking drawer, drawer
head, etc.) properly docunented on an
Optional Form 89? [ SECNAVI NST 5510. 36,
Article 10-15, paragraph 3; CV5 21A, Article
520. b(3)]

Do storage containers conformto the
two-person integrity (TPl) requirements for
the protection of Top Secret COVSEC keyi ng
material? [CV5 21A, Article 520. e]




YES

EKMS 3A
ANNEX A

SECTION 1 -- SECURI TY (CONT’ D)

16.

17.

18.

19.

20.

s a Security Container Information Form

(SF 700) maintained for each | ock conbination
and placed in each COVSEC security container?
[ SECNAVI NST 5510. 36, Article 10-12, paragraph
3; CMB 21A, Article 520.b(1)]

s a Security Container Check Sheet

(SF-702) maintained for each | ock conbination
of a COVBEC storage container? [ SECNAVI NST
5510. 36, Article 7-10; CM5 21A, Article

520. b(2)]

Except in an energency, are conbinations to

t he COVBEC Account vault/security containers
restricted to the EKMS Manager and Alternates
only? [CMS 21A, Article 515.¢c(1)]

If the COVBEC facility is continuously
manned, are security checks conducted at

| east once every 24 hours? [CMS 21A, Article
550.d(3)(a)]

NOTE: Recorded in accordance with | oca
command directive (e.g. line itemon watch-
to-watch inventory or SF-701)

In a non-continuously manned COVBEC facility,
are security checks conducted prior to
departure of the |ast person and docunent ed
using the Activity Security Checklist (SF-
701)? [CM5 21A, Article 550.d(3)(b);

SECNAVI NST 5510. 36, Article 7-10]
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YES

ORI G NAL

ANNEX A

SECTION 1 -- SECURI TY (CONT’ D)

21.

22.

23.

24.

If a COMSEC facility is in a high risk area
and unmanned for periods greater than 24
hours, is a check conducted at |east once
every 24 hours to ensure that all doors are
| ocked and that there have been no attenpts
at forceful entry. [CM5 21A Article
550.d(3)(c)]

NOTE: Recorded in accordance with | oca
command directive (e.g. annotated on SF-702)

Does any one person have know edge of both
conbi nations to any one TPl container? [CM
21A, Article 515.c¢c(2)]

NOTE: A "Yes" answer on this question
constitutes non-conpliance. A "No" answer on
this question constitutes conpliance.

Are all sealed records of conbinations to
COMSEC cont ai ners mai ntained in an approved
security container (other than the container
where the COVBEC material is stored), and
avai l able to duty personnel for energency
use? [CMS 21A, Article 515. €]

Are conbi nations to COVBEC cont ai ners changed
when initially placed in use, taken out of
servi ce, upon transfer/reassi gnnment of
personnel who have access, or when

conprom sed? [ SECNAVI NST 5510. 36, Article
10-12; CM5 21A, Article 515.Db]
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EKMS 3A
ANNEX A

SECTION 1 -- SECURI TY (CONT’ D)

25.

26.

| s each COMSBEC security container record of
conbi nation protected as follows: [CMS 21A,
Article 515.f]

| ndi vidually wapped in alumnumfoil and
protectively packaged in an SF-700 envel ope?

Combi nati on envel ope seal ed using
transparent |am nation or plastic tape?

Name(s) and address(es) of individual(s)
aut hori zed access to the conbi nati on recorded
on the front of the envel ope?

Proper classification markings on
envel ope? [CMS 21A, Article 515.d]

Are the envel opes inspected nonthly to
ensure they have not been tanpered wth?

|s COMSEC material stored separately from
other classified mterial (e.g., separate
container or drawer to facilitate energency
renmoval or destruction), and segregated by
status, type and classification?

(Exanple: Effective, Secret keymat not stored
W th superseded, Secret keymat or effective,
Top Secret keymat not stored with effective,
Confidential keymat.) [CM5 21A, Article

520. a(4); Annex M paragraph 3.D]
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YES

ORI G NAL

ANNEX A

SECTION 1 -- SECURI TY (CONT’ D)

27.

28.

29.

s all COVBEC nmaterial properly stored when
not bei ng used and under the direct control
of authorized personnel? [CM5 21A, Article
520. a(2)]

Are COVBEC files, records and | ogs

conspi cuously marked and stored in accordance
wi th the highest overall classification of
the contents? [CM5 21A, Article 715. a;
SECNAVI NST 5510. 36, Article 6-3, 6-26]

Are classified COMSEC files, records and | ogs
annotated with the foll om ng statenent?
[CVMB 21A, Article, 715.d(2)(c)]

“Derived from C\Vs 21A
Decl assify on: X1”

SECTI ON 2 -- EKMS MANAGER RESPONSI BI LI Tl ES

30.

31.

Are the alternate manager(s) kept fully
infornmed of the status of the comand account
so they are at all tines fully capable of
assum ng the EKMS Manager’'s duties? [CMS
21A, Article 455.d]

Does the EKMS Manager provide the CO A C,
SCMSRO and ot her interested personnel with
general information about new or revised CMS
policies or procedures? [CM5 21A, Article
455, a]
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EKMS 3A
ANNEX A

SECTION 2 -- EKMS MANAGER RESPONSI BI LI TI ES (CONT' D) .

32.

33.

34.

35.

36.

Has the EKMS Manager pronul gated witten
gui dance and/or publication extracts
concerning the proper handling,
accountability, and disposition of COVSEC
material, including STU-111 termnals and
key, to all Local Elenent (LE) personnel?
[CVM5 21A, Article 455.e, 721 NOTE, 769. a,
CVB 6, Article 240.a(5)]

Has the EKMS Manager pronul gated gui dance to
the LEs concerning specific files (reports,
messages, correspondence) they are required
to maintain? [CMS 21A, Article 703 NOTE 2]

Has the EKMS Manager pronul gated

i nstructions/guidance to (lssuing) LE s on

t he proper mai ntenance of their Accountable
ltem (A/1) Summary? [CMS 21A, Article 763.d]

Have all mlitary LE personnel (except

USMC/ USCG) conpl eted the CMS User Personnel
Qualification Standards (PQS) (NAVEDTRA 43462
series)? [CMS 21A, Article 450.f]

Does the EKMS Manager conduct training with
all personnel handling COVSEC material to
ensure they are adhering to proper EKMS
procedures? [CM5 21A, Article 455.1]
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YES

ANNEX A

SECTION 2 -- EKMS MANAGER RESPONSI Bl LI TES ( CONT' D)

37.

38.

39.

40.

41.

ORI G NAL

Has the EKMS Manager ensured that al

training is properly docunented in accordance
with command directives? [CV5 21A, Article
455. f; OPNAVI NST 3120.32B, Article 811]

Does the EKMS Manager conduct periodic spot
checks on LE(s)? [CM5 21A, Article 455.k]

Are "COVBEC Responsi bility Acknow edgenent
Forns" conpl eted and handl ed as foll ows:
[CVM5S 21A, Article 769.b(2); Annex K]

a. Properly conpleted for each individua
t hat handl es COVBEC material and filed in
t he Chronol ogical File?

b. Retained for 90 days after the individual
no | onger requires access to CMs material ?

Has t he EKMS Manager ensured the provisions
of OPNAVI NST 2221.5 are nmet prior to

rel easing COMSEC material to a contractor?
[CV5S 21A, Article 505.¢]

| f the account has LEs which are responsible
to a CO other than the account EKMS Manager's
CO has the EKMS Manager ensured that Letters
of Agreenent were exchanged? [CM5 21A,
Article 445, Annex L]
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EKMS 3A
ANNEX A

SECTION 2 -- EKMS MANAGER RESPONSI BI LI TI ES ( CONT' D)

42.

43.

44.

45.

46.

47.

Does the Letter of Agreenent address the
m ni mum i ssues in accordance with CVs 21A?
[CV5 21A, Annex L]

|s a copy of the conpleted, Letter of
Agreenent held by the EKVMS Manager in the
Directives File? [CM5 21A, Article 709.c]

Has coordi nati on been made with the area
Def ense Courier Service (DCS) station to
establish a DCS account by subm ssi on of
a DCS Form 10? [CM5 21A, Article 405.h(1)]

Does the EKMS Manager ensure that al
crypt ogr aphi ¢ mai nt enance personnel that
perform mai nt enance within his/her account,
have DD 1435(s) docunented and on file?

[ OPNAVI NST 2221.3 (series); CM5 5A, Article
150. b]

Has a fornmal designation Letter or Menorandum
of Appoi ntnent (LOA MOA) been conpleted for

t he EKM5S Manager and Alternate(s)? [CVS 21A,
Article 425.a; Annex J]

Does the EKMS Manager and Alternate(s) neet
t he m ni num desi gnati on requirenents
specified in CV5 21A? [CM5 21A, Article 415]
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YES

ANNEX A

SECTION 2 -- EKMS MANAGER RESPONSI Bl LI TES ( CONT' D)

48.

49.

s the LOA/ MDA signed by the CO and retained
for a mninmumof two years follow ng the
relief of the EKM5S Manager? [CMS 21A,
Article 425.b; Annex J Note (1)]

Does the EKMS Manager ensure nodifications to
COVSEC equi pnent are mai ntai ned currently by
checki ng agai nst MWG and CMS 5A? [CMS 21A,
Article 455.t, 757.9; CM5 5A, Article 350]

Section 3 -- ACCOUNT CLERK

50.

51.

52.

ORI G NAL

Have all mlitary Account C erks (except
USMC/ USCG) conpl eted the CMS O erk PQS
(NAVEDTRA 43462 series)? [CM5 21A, Article
450. f]

Has a fornal designation Letter or Menorandum
of Appoi ntnent (LOA MOA) been conpleted for
the Account Clerk? [CMS 21A, Article 420.¢€]

s the Account Clerk restricted from havi ng
access to conbinations to the COVSEC materi al
vaul t/ saf e/ security contai ners, and only
allowed to maintain TPl requirenments after

t he COVBEC cont ai ner has been opened by
Manager personnel? [CMB 21A, Article

470. a(2) ]
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ANNEX A

SECTION 3 -- ACCOUNT CLERK ( CONT’ D)

53.

Are all receipts, inventories, and
destruction reports that are signed by the
clerk, signed as a witness only? [CM5 21A,
Article 470.a(4)]

SECTI ON 4 -- LCWMVS/ NEAT/ CARS

54.

55.

56.

S57.

58.

Are the LMD nonitor, KP, and STU-IIl1 arranged
to allow the operator to view all displays

wi t hout obstruction? [CV5 21A, Annex AA,

par agr aph 10. b]

|s LCMS being used to maintain records for
all COVMSEC material held by the account?
[CVS 21A, Article 718. b]

Does the account maintain a KP CK ID | 0og?
[ CVM5S 21A, Annex AA, paragraph 10. a]

Are PINs for the KP CIK s changed every 6
mont hs? [CVMS 21A, Article 520.j(4); Annex
AA, paragraph 10. a]

Are PIN s/ Passwords for all LMYKP

Adm ni strators and Operators recorded and
sealed in an SF-700 envel ope and protected as
specified in CV5 21A? [CM5 21A, Article
520.j; Annex AA, paragraph 7 NOTE]
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YES

ORI G NAL

ANNEX A

SECTION 4 -- LCMS/ NEAT/ CARS ( CONT’ D)

59.

60.

61.

62.

63.

64.

65.

Do all EKMS Managers/ Al ternate personnel have
their own unique LCVS/ KP Qperator ID s?
[CM5 21A, Annex AA, paragraph 10. a]

Does the account have two LMD KP System
Adm nistrators registered? [CVM5 21A, Article
150. a, Annex AA, paragraph 7]

Has the account perforned a changeover every
3 nonths to update the encryption key used by
the KP? [CVM5 21A, Annex AA, paragraph 10. u]

Has the account perforned a KP rekey on an
annual basis? [CV5 21A, Annex AA, paragraph
10. v]

Has the KP been re-certified in the | ast
3 years? [CMsS 21A, Article 1185.d]

Has the account archived LCVS data at | east
every 6 nonths? [CMS 21A, Annex AA,
par agraph 10.t]

Are the KP REINIT1 and REINI T2 keys
appropriately classified and saf eguar ded?
[CVM5S 21A, Article 520.j(1)]
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ANNEX A

SECTION 4 -- LCMS/ NEAT/ CARS ( CONT’ D)

YES NO

66. Are backups being perfornmed periodically

as required? [CM5 21A Article 718.d]

NOTE: Requi red backups are LCM5S Dat abase, SCO
Uni x “ROOT” and “/u/usr”

67. |Is magnetic nedia (tapes, floppy diskettes)

used for backups classified “SECRET” and
clearly labeled with the date the backup was
performed? [CM5 21A, Article 718.c NOTE]

68. Are files that have been transferred to DCMS

retained until a subsequent DCMs-gener at ed
SF-153 Inventory is received that indicates
the transaction was processed correctly?
[CMS 21A, Annex F, paragraph 10. a]

SECTION 5 -- CHRONOLOG CAL FILE

69. Does the CHRONOLOG CAL FILE contain the
followng required files:
[CVMS 21A, Article 706. a]

a. COVSEC material accounting reports (i.e.,

receipts, transfers, destruction, generation,
possession and relief of accountability)

b. Accountable Item (A1) Sunmary, if

printed copy nuintained

c. Inventory reports (i.e. COR generated SF-153,

wor ki ng copi es).

d. Transaction Status Log, if printed copy

mai nt ai ned
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ANNEX A

SECTION 5 -- CHRONOLOG CAL FI LE ( CONT’ D)

YES NO

e. DCS Form 10 and CMs Form 1 (if required)

f. COVBEC Responsibility Acknow edgenent Form

SECTION 6 -- TRANSACTI ON STATUS LOG

70. Is the Transaction Status Log on file in the
chronol ogical file up-to-date? [CM5 21A,
Article 718.b(2); Annex T paragraph 2.s]

NOTE: Printouts are optional if records are
mai nt ai ned el ectronically.

71. |Is a copy retained in the chronol ogical file
at the end of each cal endar year and is it
annotated on the bottom of the |ast page
certifying the last TN of that cal endar year?
[ CMS 21A, Annex U, paragraph 4]

SECTION 7 -- COVBEC MATERI AL RECEI PTS/ TRANSFERS

72. Are SF-153 COVMSEC material Recei pt Reports
for physical material properly conpleted to
i nclude: TN nunber, date assigned, type of
action, EKMS Manager/ Al ternate and w tness
signatures (witness is only required for TPI
material)? [CMVM5 21A, Annex V]
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ANNEX A

SECTION 7 -- COVBEC MATERI AL RECEI PTS/ TRANSFERS
CONT’ D

YES NO

73. Do inter-service SF-153 transfer reports

originated by DON EKMS accounts (e.g., a
transfer between a DON account and ot her
servi ce account such as USA, USAF) contain
the required transfer statement? [CVM5S 21A,
Article 733.a(2) Note]

74. Have ETRs been sent to DCMS for physical

mat eri al SF-153 Recei pt and Transfer Reports
usi ng CARS or CGENSER nessages? [CM5 21A,
Article 742.a(1)(a)]

NOTE: During periods of EMCON or M NM ZE t he
conpl eted SF-153 shoul d be appropriately
annotated and forwarded via mail to DCVS.
[CVM5 21A, Article 742.b(3) and Annex W

par agr aph 2. Db]

75. Are ETRs transmitted via GENSER nessage

addressed to DCMS WASHI NGTON DC//30// and a
copy attached to the correspondi ng SF-153
report? [CMS 21A, Annex W paragraph 9.e and
Annex W Tab 1, paragraph 4.b(2)]

76. Has the EKM5S Manager ensured that an ETR

Recei pt report has been forwarded within 96
hours after receiving physical COVSEC
material? [CVM5 21A, Article 742.b(1); Annex
W Tab 1, paragraph 2.Db]
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ANNEX A

SECTION 7 -- COVBEC MATERI AL RECEI PTS/ TRANSFERS
CONT’ D

YES NO

77. Are transaction ETRs that are reported to
DCMVS via CARS annotated with "transmtted via
CARS on YYMVDD', attached to the printed
SF-153 and filed in the chronol ogical file?
[CMS 21A, Annex W Tab 1, paragraph 4.a(2)]

78. Has the receipt of Two Person Control (TPC
mat eri al been reported per CICSI 3260. 017
[CVM5S 21A, Article 255.d; Annex W Article
9.9(2), Tab 1,; paragraph 3.b and 8. e NOTE]

79. Are discrepancies noted in the receipt
process reported | AWgui dance outlined in
CVB 21A? [CVB 21A, Article 742.c and 754]

SECTI ON 8 -- DESTRUCTI ON PROCEDURES/ REPORTS

80. |'s routine destruction of COVSEC nateri al
performed | AWthe nethods prescribed in
CVB 21A? [CVB 21A, Article 790]

81l. Are destruction records being conpleted to
docunent the destruction of all Top Secret
and Secret COVSEC material and all ALC 1 and
2 COVSEC material regardless of its
classification? [CMVM5 21A, Article 736.b(2)]
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YES

EKMS 3A
ANNEX A

SECTI ON 8 -- DESTRUCTI ON PROCEDURES/ REPORTS

82.

83.

84.

85.

86.

CONT’ D

| s destruction of key maintained or issued
in a DID being conpleted in accordance with
CVs 21A? [CVB 21A, Annex AC, paragraph 15
and Article 540.c(3)(a)]

Do destruction records clearly identify the
short title, edition(s), accounting nunber,
ALC, and date of destruction? [CM5 21A,
Article 736.a(3); Figures 7-1, 7-2, 7-3;
Annex V]

Are LE destruction records properly signed,

or initialed, by the two individuals who
conducted the destruction? [CM5 21A, Article
790.f(1)(2); Figures 7-1, 7-2, 7-3; Annex V]

I s uni ssued keying material that becones
super seded during the nonth destroyed no
| ater than five working days after the end
of the nonth in which it was superseded?
[CMS 21A, Article 540.e and 540.f(3)(a)]

| s superseded nmaterial received in a ROB

shi pnment destroyed within 12 hours of opening
the shipnent and the SF-153 destruction
docunent annot ated "superseded on receipt?"
[CVM5S 21A, Article 540.e(8)]

A-23 ORI G NAL
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YES

ANNEX A

SECTI ON 8 -- DESTRUCTI ON PROCEDURES/ REPORTS

87.

88.

89.

CONT’ D

Does the account end-of-nonth consoli dated
destruction reports that are filed in the
Chronol ogi cal File consist of both the
Reportabl e and Local Destruction Reports
(vice working copies)? [CM5 21A, Article
706. a(1l) and 736. b]

Have consol i dated destructi on records been
signed by the Commanding O ficer? [CMS 21A,
Annex V, paragraph 7. a]

Are SAS/ TPC destruction reports signed by
two nenbers of the SAS/ TPC tean? [CM5S 21A,

Annex V, paragraph 7.b]

SECTI ON 9 -- DCMS- GENERATED FI XED CYCLE (FQ)

90.

ORI G NAL

| NVENTORY REPORTS

Is the first CY FC inventory conpl eted and
returned to DCMS no | ater than 60 days from
the “prepared by” date for all ALC 1,2,4,6
and 7 keying material, publications, manuals
and equi pment? [CM5 21A, Article
766.a(1)(2); 766.b(1)(c); Annex Z paragraph
4. a]
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YES

EKMS 3A
ANNEX A

SECTI ON 9 -- DCMS- GENERATED FI XED CYCLE (FQ)

91.

92.

93.

94.

95.

| NVENTORY REPORTS ( CONT' D)

Has t he DCMS- generated procedural check-off
list been updated during the first CY

FC/ Conbi ned inventory to reflect the type of
i nventory conducted and the current account
status (e.g., date of last CVM5 AGA visit;
COMSEC i nspection; PLA/ISIC verification)?
[CMS 21A, Annex Z, paragraph 3]

If ALC 4 or 7 material is held by the
account, was a locally generated inventory
listing all ALC 4 or 7 material used in
conjunction with the DCV5-generated SF-153 to
conpl ete and docunent the FC inventories?
[CVMB 21A, Article 766.¢e(3)]

s the second CY FC inventory conpleted for
all ALC 1,2,4,6 and 7 key hol di ngs?
[CM5 21A, Article 766.a(1l), 766.b(1)(e)]

Are conpleted FC inventories signed by the
EKVMS Manager and/or Alternate who conducted
the inventory, a qualified witness, and the
CO O C or SCVSRO? [CMs 21A, Annex Z,

par agraph 9; Annex V paragraph 7]

Are FC and Conbi ned inventories conpl eted
only through the preprinted TN on the
procedural check-off list? [CM5 21A, Annex
Z, paragraph 4. a]
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YES

ORI G NAL

ANNEX A

SECTI ON 9 -- DCMS5- GENERATED FI XED CYCLE (FQ)

96.

| NVENTORY REPORTS ( CONT' D)

Are file copies and working copies of Fixed
Cycl e, Conbi ned, Special inventories retained
in accordance with Cvs 21A? [CMV5S 21A,

Annex T, paragraph 2.j]

SECTI ON 10 -- COMBI NED/ SPECI AL DCMS- GENERATED

97.

98.

99.

| NVENTORY REPORTS

| f a Conbined or Special inventory was
conducted due to a Change of Conmand, was the
inventory signed by the outgoing Conmandi ng
Oficer? [CVM5 21A, Article 766.a(3)(a)]

| f a Conbined or Special inventory was
conducted due to a Change of EKMS MANAGER
was the inventory conducted by the outgoing
EKVMS Manager and w tnessed by the incom ng
EKVMS Manager? [CMS 21A, Article 766.9g(1)(a)]

| f a Special inventory was conducted, was the
pre-printed TN and date on the procedural
check-off |ist adjusted to reflect the nost
current TN? [CMS 21A, Annex Z, paragraph

5. a]
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YES

EKMS 3A
ANNEX A

SECTI ON 11 -- COWVPLETI NG SF-153 | NVENTORY REPORTS

100.

101.

Are line-outs, additions and/or adjustnent
entries on the original SF-153 inventory
report properly annotated? [CMS 21A, Annex
Z, paragraph 7]

| f a Fixed-Cycle or Conbined Inventory was
conducted and material was added, has the
foll ow ng been conplied wth:

[ CMS 21A, Annex Z, paragraph 8]

Has additional ALC-1, ALC-2 and ALC-6
material which was received prior to the
pre-printed TN of the inventory been added
to a separate SF-1537

Are the words "Add-On Sheet" inserted in the
"TO'" bl ock of the SF-1537?

Is all material listed on the add-on sheet in
the sane format as the listings on the
inventory (i.e., alphanumeric order), and
each entry singl e-spaced?

Does the first beginning |line nunber on the
add-on sheet follow in sequential order from
the last |line nunber of the inventory?

For each line itemlisted on the add-on page,
is the itenis associ ated recei pt TN annot at ed
in the remark’s col um?
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EKMS 3A

ANNEX A

SECTI ON 11 -- COWVPLETI NG SF-153 | NVENTORY REPORTS

YES NO

102.

CONT’ D

Have the total nunber of |ines and total
nunmber of itens added to the Add- On Sheet
been annotated on the SF-153?

Were required copies of EKMS accounti ng
reports appended to the inventory for each
reportable TN annotated on the COR-generated
SF-153s that were received prior to the pre-
printed TN? [CMS5 21A, Annex Z, paragraph
10. b]

SECTI ON 12 -- CORRESPONDENCE, MESSAGE AND DI RECTI VES

103.

ORI G NAL

FI LE

Does the CMS Correspondence and Message File
contain the following required files:
[CVM5S 21A, Article 709]

EKMS account establishnment correspondence?
NOTE: Mandatory for accounts established

after 01 Jul 93; optional for previously
est abl i shed accounts.

EKVMS Manager and C erk appoi nt ment
correspondence?

Primary LE (lssuing) and Alternate(s)
appoi nt nent correspondence and LH CBT
conpletion certificate?
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YES

EKMS 3A
ANNEX A

SECTI ON 12 -- CORRESPONDENCE, MESSAGE AND DI RECTI VES

104.

FILE ( CONT' D)

COVSEC i nci dent and PDS reports?

Correspondence relating to conmand al | owance
and authorization to store classified COVSEC
mat eri al ?

CVS Updat es/ EKMS Newsl etters?

CVMB Assist Visit and | nspection
correspondence?

NOTE: CM5 A&A Visits are optional for Navy
EKMS account s.

Li st of personnel authorized access to keying
mat eri al and the LMY KP?

Does the directives file contain a copy of
the Letter of Agreenent and each effective
command and hi gher authority directive which
relates to CVMS matters? [CM5 21A, Article
709. c]
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EKMS 3A

YES

ANNEX A

SECTI ON 13 -- COVSBEC LI BRARY

105.

Does the account maintain a COVSEC |ibrary
with all applicable instructions/mnual s?
[CVMS 21A, Article 721]

SECTI ON 14 -- GENERAL MESSAGE FI LE (GVF)

106.

s a GW maintained and does it contain a
copy of all effective, general nessages
(i.e., ALCOvs, ALCOWPAC, ALCOWVLANT) that
relate to COMSEC matters? [CM5 21A, Article
709. b]

NOTE: Revi ew ALCOM 01/"current year"
for effective ALCOV of the previous year.

SECTION 15 -- LOCAL CUSTQDY FI LE

107.

108.

ORI G NAL

Does the | ocal custody file contain signed,
effective, |local custody docunents for each
item of COVSEC material charged to the
account which has been issued to authorized
LEs? [CM5 21A, Article 712]

Are | ocal custody docunents being retained
for the m ninum 90 days after supersession?
[CM5 21A, Annex T, paragraph 2.b]
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EKMS 3A
ANNEX A

SECTI ON 16 -- REPORT RETENTI QV DI SPOSI TI ON

YES NO

109.

110.

111.

Are inactive records awaiting expiration of
the required retention period clearly | abel ed
with the appropriate classification and the
aut hori zed destruction date? [CM5 21A,
Article 715. c]

Have the foll ow ng been retained for the
m ni num retention period of one year:

[CV5 21A, Annex T]

Recei pts for official nessenger nmail, courier
mai |l and registered mail?

Adm ni strative and recei pt records pertaining
to DCS?

Have the foll ow ng been retained for the
m ni num retention period of two years:
[CM5 21A, Annex T]

Destruction records (i.e., SF-153) for
SECRET and above material ?

Ceneral correspondence and nessages
relating to account hol di ngs?

Transaction Status Logs (if maintained
manual |y and at a m ninumthe End of Year
cl oseout record)?
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EKMS 3A
ANNEX A

SECTI ON 16 -- REPCORT RETENTI QV DI SPOSI TI ON ( CONT’ D)

YES NO

d. Fixed Cycle/Conbined inventories (including
Local Elenent inventory report(s))?

SECTI ON 17 -- RESEALI NG STATUS MARKI NGS

112. Were the procedures for sealing/resealing
COVBEC mat erial acconplished in accordance
with CVM5 21A and | ocal comrmand
instruction(s)? [CMS 21A, Article 772]

113. Does the EKMS Manager maintain effective/
supersession dates for all COVSEC nateri al
hel d by the account? [CM5 21A, Article
760. a; Annex AB paragraph 5.c]

114. Does the EKMS Manager maintain the account
C2MSR? [ CMVB 21A, Article 255. 3]

115. For accounts with less than 500 line itens,
are the effective and supersessi on dates
annotated on all physical COVSEC keyi ng
mat eri al, COMSEC account abl e manual s and
publications? [CM5 21A, Article 760. a]

NOTE: This requirenent applies to watch
station material, as well.
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YES

EKMS 3A
ANNEX A

SECTI ON 17 -- RESEALI NG STATUS MARKI NGS ( CONT’ D)

116.

117.

Are keytape canisters free of locally applied
| abel s and stickers which may conceal
attenpted penetration or prevent inspection
of protective packaging? [CMVM5 21A Article
760. e and 760.f]

For accounts with 500 or nore line itens, are
the effective and supersession dates for

physi cal material annotated in LCMS in the
Effective Date Tool upon receipt and on
material prior to issue to Local Elenent
personnel ? [CM5 21A, Article 760. a]

SECTI ON 18 — PAGECHECKS

118.

Are required page/verification checks being
acconpl i shed as foll ows:
[CM5S 21A, Articles 757, 775.e, and Annex Y]

Unseal ed COVSEC keying material: upon
initial receipt; during account and watch
inventories; upon transfer; and upon
destruction?

Unseal ed mai nt enance and operating nanual s:
upon initial receipt; after entry of
amendnent s whi ch change pages (both person
entering and person verifying entry); during
Fi xed- Cycl e (Equi p/ Pubs) and Change of EKMS
Manager inventories; upon transfer; and upon
destruction?
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EKMS 3A

YES

ORI G NAL

ANNEX A

SECTION 18 -- PAGECHECKS ( CONT’ D)

119.

Unseal ed anendnents: upon initial receipt;
after entry of anendnents whi ch change pages
(both person entering and person verifying
entry); during Fixed-Cycle (Equip/Pubs) and
Change of EKMS Manager inventories; during
wat ch inventories; upon transfer; and upon
destruction?

Mai nt enance and repair kits: All conponents
upon initial receipt; transfer; and upon
destruction. Cassified conponents only upon
installation of nodification; during Fixed-
Cycl e (Equi p/ Pubs) and change of EKMS Manager
i nventories?

Equi prent:  upon receipt (i.e., uncrating);
during Fi xed-Cycle (Equi p/Pubs) and change of
EKVMS Manager inventories; during watch
inventories; upon transfer; and upon
destruction?

Reseal ed keying material: during account
inventories; upon transfer; and upon
destruction?

Are pagecheck di screpanci es bei ng reported?
[CM5 21A, Article 757.h; Annex X]
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EKMS 3A
ANNEX A

SECTI ON 19 -- CORRECTI ONS AND AMENDMENTS

120.

121.

122.

123.

124.

Are corrections to a publication nade with
bl ack or blue-black ink only? [CV5 21A,
Article 787.g(1)(b)(1)]

Are pen and ink corrections identified by
witing the anmendnent or correction nunber in
the margi n opposite the correction? [CMS
21A, Article 787.9(1)(b)(2)]

Has the person entering the anmendnent signed
and dated the appropriate blanks on the
publication’s Record of Anmendnents page?
[CVM5 21A, Article 787.9(2)(a)]

Has the individual who verified proper entry
of the anmendnent initialed the entry on the
Record of Anmendnents page? [CMS 21A, Article
787.9(5) (b)]

| f pages were renoved, substituted, or added;
have both the person entering the amendnent
and the person verifying the anmendnent
conducted a pagecheck of the publication and
recorded this on the Record of Pagecheck
page? [CM5 21A, Article 787.9g(4), and
787.9(5)(c)]
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EKMS 3A

ANNEX A

SECTI ON 19 -- CORRECTI ONS AND AMENDMVENTS ( CONT’ D)

YES NO

125.

Does the EKMS Manager ensure that anmendnent
residue is destroyed within five working days
of amendnent entry? [CM5 21A, Article

787. h(2) NOTE]

SECTION 20 -- STU- I

126.

127.

128.

ORI G NAL

Are STU-1l1l term nals being accounted for
within LCMS? [CM5 6, Article 205]

Does the account maintain a Running |Inventory
(RII) for STU-I11 keying material which is
accountable to the EKM5S Central Facility
(CF)? [Cws 6, Article 530]

Does the EKMS account Chronological File
contain the following STU-1I1l files:
[CMS 6, Article 505.a]

Record copi es of Key Conversion Notices
(KCNs) ?

EKMS CF STU-111 Keying Material TN Log?
[CMS 6, Article 525]

EKMS CF SF- 153 accounting reports (i.e.
receipts, transfers, destruction, possession,
relief of accountability)
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ANNEX A

SECTION 20 -- STU |11 (CONT’ D)

YES NO

d.

129.

130.

131.

132.

133.

EKMS CF STU-111 Keying material Sem -annual
| nventory Reports.

Does the EKMs account Correspondence, Message
and Directives file contain a copy of each
effective conmmand and hi gher authority
directive which relates to STU-1Il matters?
[CMS 6, Article 510. a]

Does the EKMS account Local Custody file
contain signed, effective |ocal custody
docunents for issued STU- 111 keying materi al
and termnals? [CM5 6, Article 240.a(6),
301.e(2), 515. 4]

Does the EKMS account maintain a ClK Data Log
whi ch contains the mnimuminformation in
accordance wwth CVM5 6 to locally account for
STU-111 Master and User ClKs?: [CM 6,
Article 535.a; Annex F]

If Master CIKs retained, are they stored in a
GSA approved security container by the
account EKMS Manager or a Master Control User
only? [CVM5 6, Article 250.b(3), 250.c(3)]

Has the account received and conpl eted an
EKMS CF sem -annual STU- 111 key inventory?
[CMB 6, Article 701.a(2), 701.b]
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YES

ORI G NAL

ANNEX A

SECTION 20 -- STU |11 (CONT’ D)

134.

Are original destruction records forwarded to
the EKMS CF and a copy retained locally in
accordance wwth Cv5 6 for the foll ow ng:

[CMB 6, Article 415]

When an unused FD is | oaded into a term nal
for the express purpose of zeroizing it?

When operational key is |loaded into a
term nal ?

When Seed key is |l oaded into a term nal and
t he conversion call cannot be nmade or is
unsuccessful ?

SECTI ON 21 -- OVER- THE- Al R- REKEY ( OTAR)/ OVER- THE- Al R

135.

136.

TRANSFER ( OTAT)

NOTE: |If a Key Variable Generator (KVG
(1.e., KG83, KGX-93/93A) is not held in the
account, skip to question 139.

Has the KVEs) been certified by an
authorized facility prior to initial use,
every two years thereafter, if security
control was |lost for any reason and after

mai nt enance/repair? [CV5 21A, Article 1145.b
and 1145. c]

Have NSA-furni shed tanper detection | abels
been applied to certified/ recertified
KVG(s)? [CMB 21A, Article 1145.h]
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EKMS 3A
ANNEX A

SECTI ON 21 -- OVER- THE- Al R- REKEY ( OTAR)/ OVER- THE- Al R

137.

138.

139.

140.

TRANSFER ( OTAT) ( CONT’ D)

Does each certified KVG have a certification
tag on a handle that displays the
classification of the equipnent, "CRYPTO
status, date of certification, comand that
performed certification, and nane/rank of the
certifying technician? [CM5 21A, Article
1145.1]

Have fill devices containing el ectronic key
been clearly | abel ed (tagged/ marked) with the
identity of the key it contains? [CM5 21A,
Article 1175.b(2)]

| f the account generates, transmts, relays
or receives electronic key, are |ocal
accounting records being maintained?

[CM5 21A, Article 1175.b(2) and 1182. d]

NOTE: Recipients of key received via OTAR
are not required to maintain accounting
records.

| f the account generates electronic key for
OTAR and/ or OTAT, have accounting records
been retained for a mnimum of 60 days
followng the date of the last entry on the
key generation log? [CM5 21A, Article
1182.d(1)]
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EKMS 3A
ANNEX A

SECTI ON 21 -- OVER- THE- Al R- REKEY ( OTAR)/ OVER- THE- Al R
TRANSFER ( OTAT) ( CONT’ D)

YES NO

141. If the account relays or receives electronic
key (except for receipt of key via OTAR), are
| ocal accounting records being retained until
the key is superseded? [CM5 21A, Article
1182.d(2)]

142. Does the EKMS Manager (or Alternate) conduct
a periodic review of OTAT/ OTAR | ocal
accounting logs? [CMS 21A, Article 455.j;
1115. c]

SECTI ON 22 -- DATA TRANSFER DEVI CE (DTD)

143. 1s a classification tag attached to the DID
via the lanyard ring to indicate handling
requi renents when the Crypto Ignition Key
(G K) is not inserted? [CMS 21A, Annex AC,
par agr aph 8.f]

144. 1s a tag attached to the CK (e.g., via
chain) to identify the CIK s classification
and serial nunber? [CMS 21A, Annex AC,
par agraph 9. c]
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EKMS 3A
ANNEX A

SECTI ON 22 -- DATA TRANSFER DEVI CE (DTD) ( CONT’ D)

145.

146.

147.

148.

For accounts with a Top Secret CIK, is the
CIK renmoved fromthe DTD and returned to TP
st orage when aut hori zed Users are not
present? [CM5 21A, Annex AC, paragraph 10.Db]

NOTE: O herwi se, both CIK and DTD nust
be continually safeguarded according to TPI
rul es.

s unrestricted access to Supervisory ClKs
l[imted to only those individuals who are
authorized to performall of the associated
privileges? [CM5 21A, Annex AC, paragraph
11. d]

Does the account ensure that key is not
stored on the DID host side?
[ CM5 21A, Annex AC, paragraph 12. b]

NOTE: Any known viol ations of this rule nust
be reported in accordance with CVMS 21A,
Chapter 9.

Have recipients of key issued in a DID, from
any source other than a LMD KP, signed a

| ocal custody docunent acknow edgi ng receipt
of the key? [CMS 21A, Annex AC, paragraph
13. c]
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YES

ORI G NAL

ANNEX A

SECTI ON 22 -- DATA TRANSFER DEVI CE (DTD) ( CONT’ D)

149.

150.

151.

152.

153.

Does the EKMS Manager or Supervisory User

| ocally account for all DTD ClKs by assigned
serial nunmber? [CM5 21A, Annex AC, paragraph
7. b]

For non-watch station environnents, are the
Supervisory and User ClKs inventoried
whenever the account conducts Fi xed-Cycle or
Conmbi ned inventories? [CM5 21A, Annex AC,
par agraph 14.a(1)]

For watch station environnments, are the
serial nunbers of Supervisory ClKs, User

Cl Ks, and DIDs visually verified whenever
wat ch personnel change? [CMS 21A, Annex AC,
par agraph 14.b(1)]

NOTE: The watch-to-watch inventory wll
serve as the record of inventory.

Is the DID audit trail data reviewed by
appropriate personnel at |east once per nonth
and these reviews recorded in an Audit Review
Log? [CM5 21A, Article 540.c(3)(a) Annex AC,
paragraph 17.b, 17.c and 17.d]

s the Audit Review Log retained at |east two
years? [CM5 21A, Annex AC, paragraph
17.f(2)]
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EKMS 3A
ANNEX A

SECTI ON 23 -- EMERGENCY PROTECTI ON OF COMBEC

154.

155.

156.

157.

158.

MATERI AL

Has the command prepared an Energency Action
Pl an (EAP) for safeguardi ng COMSEC materi al ,
including STU-I11 termnals, keys and Cl Ks,
in the event of an energency? [CMS 21A,
Annex M paragraph 2.a; SECNAVI NST 5510. 36
exhibit 2B; CM5 6, Article 860]

Are all authorized personnel at the facility
made aware of the existence of the EAP?
[CM5 21A, Annex M paragraph 6.d(2)]

For conmmands, | ocated within the continental
United States (CONUS), does the EAP provide
gui dance detailing actions to be taken for
natural disasters, civil/nob actions and
terrorisn? [CVM5S 21A, Annex M paragraph 2.Db]

For commands | ocat ed out si de CONUS, does the
EAP provi de detail ed gui dance for both
natural disasters and hostile actions?

[CVM5 21A, Annex M paragraph 2.c]

Have pl ans been incorporated into the
command's EAP to acconplish the foll ow ng
actions during natural disasters:

[CMS 21A, Annex M paragraph 4]

Fire reporting and initial fire fighting by
assi gned personnel ?
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EKMS 3A
ANNEX A

SECTI ON 23 -- EMERGENCY PROTECTI ON OF COVBEC
MATERI AL ( CONT’ D)

YES NO

b. Assignnment of on-the-scene responsibility for
protecting COVSEC material hel d?

c. Protecting material when admtting outside
fire fighters into the secure area(s)?

d. Securing or renoving classified COVSEC
mat eri al and evacuating the area(s)?

e. Assessing and reporting probabl e exposure of
classified COMSEC material to unauthorized
persons during the energency?

f. Conpleting a post-energency inventory of
COVSEC and Control |l ed Cryptographic Item
(CCl) material and reporting any | osses or
unaut hori zed exposures to appropriate
authorities?

159. Are EAP training exercises conducted annually
to ensure that everyone is famliar with
their assigned duties? [CM5 21A, Annex M
par agraph 6.d(3)]
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EKMS 3A
ANNEX A

SECTI ON 24 -- EMERGENCY DESTRUCTI ON PLAN ( EDP)

160.

161.

162.

163.

164.

NOTE: The questions in this section apply
only to EKMS accounts and/or their Local

El ements that are | ocated outside CONUS or
are onboard a nobile platformthat deploys
out si de CONUS.

Does the EKMS account have an EDP
incorporated into their EAP? [CMS 21A, Annex
M paragraph 2.9, 2.] and 2.k]

Does the EDP identify personnel assignnents
and the chain of authority that is authorized
to make the determ nation that energency
destruction is to begin? [CM5 21A, Annex M
paragraph 5.d(5) and 5.d(6); SECNAVI NST

5510. 36, Exhibit 2B PART Il paragraph 4]

Are devices and facilities for the enmergency
destruction of COVSEC nmaterial readily
avai l abl e and in good working order?

[CMS 21A, Annex M paragraph 5.d, 6.c]

Are the sensitive pages of KAMs prepared for
ready renoval (i.e., upper left corner
clipped) and are the front edges of the
covers/ binders marked wth a distinctive
marking (i.e., red stripe)? [CVM5 21A, Annex
M paragraph 5.e(2)(a)]

Are the priorities of destruction indicated
in the plan? [CM5 21A, Annex M paragraph 8]
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YES

ORI G NAL

ANNEX A

SECTI ON 24 -- EMERGENCY DESTRUCTI ON PLAN ( EDP)

165.

166.

167.

168.

169.

CONT’ D

Are EDP training exercises conducted on an
annual basis to ensure that everyone is
famliar with their duties? [CM5 21A, Annex
M paragraph 6.d(3)]

|s the EDP divided into two parts: one for
precautionary and one for conplete
destruction? [CVM5 21A, Annex M paragraph 7]

Does the EDP provide for adequate
identification and rapid reporting of the
mat eri al destroyed, to include the nmethod
and extent of destruction?

[CVM5 21A, Annex M paragraph 10]

Does the EDP stress that accurate information
concerning the extent of energency
destruction is second in inportance only to
the destruction of the naterial itself?

[CMS 21A, Annex M paragraph 10. a]

Are docunent sinking bags available in
sufficient quantity and in good condition to
permt jettison of COVMSEC material ?

(NOTE: Surface units only)

[CM5 21A, Annex M paragraph 9.d(2)(b)]
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SECTI ON 25 -- COMMANDI NG OFFI CER (CO, O C, SCMSRO)
RESPONSI BI LI T1 ES

170. Has the CO ensured the follow ng:
a. Al COVSEC incidents and PDS(s) are pronptly

reported and action taken, as required?
[CMS 21A, Article 450.e, 930.a, Annex D,
par agraph 3]

b. Unannounced spot checks for EKMS Managers

171.

STEPS

and spaces where COVMSEC material is used and
stored are conducted at |east quarterly?
[CVM5S 21A, Article 450.h, Annex D, paragraph
5]

SECTI ON 26 — NMATERI AL ACCOUNTABI LI TY TRACKI NG

Random y sel ect three COVSEC short titles froman incom ng
SF- 153 and trace the itens throughout the command EKMS
account to ensure material is properly handl ed. (EKMS 704
LMD KP Operator's Manual, pages 4-5 through 4-8 and pages
8- 22 through 8-36)

NOTE: To check random short titles, performthe follow ng
steps in LCVE:

From the LCVS desktop nenu, sel ect ACCOUNTI NG -->
| NVENTORY --> ACCOUNTABLE | TEMS SUMVARY

The El ement Sel ecti on wi ndow appears and shows the EKMS | D/
El enent Name for the | ocal account and all registered Local
El enents. To review the current accountable itens for the
| ocal account:

a. Cick on (highlight) the account EKMS | D/ El enent Nane.
b. dick on the SELECT button.
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5.
6.

ANNEX A

SECTI ON 26 -- MATERI AL ACCOUNTABI LI TY TRACKI NG
CONT’ D

To view detailed data for one of the selected short titles:

NOTE: |If the desired short title is not listed, skip to
step nunber 6.

a. click on (highlight) the short title entry.
b. click on the Detailed Data button.
c. the Detail ed Data w ndow provides the foll ow ng:

1) identifies the material as On-Hand or |ssued.

2) the EKMS | D El emrent Nane of the el ement accountabl e
for the item

3) short title identification information.

To review the associated history of transactions for an
itemlisted on the Detail ed Data w ndow.

a. click on (highlight) desired entry and click on the
Material Hi story button.

b. The Material Item H story w ndow appears and provi des
a listing of all Accounting Transactions in which the
selected material is referenced.

Skip to step nunber 10 and answer associ ated questi ons.

| f the desired short title was not | ocated during step 3,

performthe follow ng: (EKM5 704, Pages 8-22 through 8-26)

a. Fromthe LCMS desktop nenu, select UTILITY -->
QUERY TOOL --> ADD.

b. Fromthe Query w ndow, nake the foll ow ng sel ections:

1) Query Type: ACCOUNTI NG REPORTS.

2) Results Format: LONG

3) Query Action: EXECUTE.

4) Query Nane: type in a nane (i.e. Inspectl).
5) click the PROCESS button.
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SECTI ON 26 -- MATERI AL ACCOUNTABI LI TY TRACKI NG
CONT’ D

c. Fromthe Accounting Reports wi ndow, performthe
fol | ow ng:

1) select: NATIONAL SHORT TI TLE.

2) enter the desired SHORT TI TLE.

3) press: ENTER Key.

4) select: ED TION

5) enter the desired short title edition.
6) press: ENTER Key.

7) select: PROCESS.

8) exit back to the LCMS Main Menu.

d. Double-click on the Query Results icon with the
associ ated nanme given in step 6.b.4 above.

NOTE: If information on the desired short title is not
listed, skip to step nunber 8.

7. Skip to step nunber 10 and answer associ ated questi ons.

8. If the desired short title was not |ocated during step 6,
performthe follow ng: (EKMS 704 pages 8-32 through 8-36)

a. Reload Archive Data. Fromthe LCMS desktop nenu,
select UTILITY -->ARCH VE --> RETRI EVE DATA.

b. Load the Archive Tape or Disk in the appropriate drive.

c. On the Load Media wi ndow, make the follow ng
sel ecti ons:

1) Media Type: TAPE or DI SK as appropri ate.
2) UNI X Device Nane: for tape /dev/rStpO
for disk /dev/rfd0135ds18
3) dick the RETRI EVE button.
4) Ensure nedia is | oaded and click CONTINUE on the
Archi ve Advi sory w ndow.
5) dick RETRIEVE on the Media Identification w ndow.
6) Upon conpletion of the Retrieve, click EXIT.
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SECTI ON 26 -- MATERI AL ACCOUNTABI LI TY TRACKI NG
CONT’ D

d. Fromthe LCMS desktop nenu, select UTILITY -->
ARCHI VE --> QUERY RETRI EVED DATA --> ADD

e. Fromthe Query wi ndow, nake the follow ng sel ections:

1) Query Type: ACCOUNTI NG REPORTS.

2) Results Format: LONG

3) Query Action: EXECUTE.

4) Query Nane: type in a nane (i.e. Inspectl).
5) click the PROCESS button.

f. Fromthe Accounting Reports wi ndow, performthe
fol | ow ng:

1) select: NATIONAL SHORT TI TLE.

2) enter the desired SHORT TI TLE.

3) press: ENTER Key.

4) select: ED TION

5) enter the desired short title edition.
6) press: ENTER Key.

7) select: PROCESS.

8) exit back to the LCMS Main Menu.

g. Double-click on the Query Results icon with the
associ ated nanme given in step 8.e.4 above.

NOTE: |If information on the desired short title is not
listed, reload the next Archive Data Tape or D sk
and repeat step nunber 8.
9. Skip to step nunber 10 and answer associ ated questi ons.
10. Answer the follow ng questions:
YES NO
a. Mterial listed as "On-Hand":

Does the account have a record of receipt?

ORI G NAL A-50



EKMS 3A
ANNEX A

SECTI ON 26 -- MATERI AL ACCOUNTABI LI TY TRACKI NG
CONT’ D

Does the account have a record of an ETR bei ng
sent to DCMS?

Is the material stored in the account COVSEC
vaul t ?

b. Material listed as "I ssued":

Does the account have a record of receipt?

Does the account have a record of an ETR being
sent to DCMS?

Does the account have a record of Local
Cust ody | ssue?

Is the material stored by the Local El enent
listed?

c. Mterial which has already been "Destroyed":

Does the account have a record of receipt?

Does account have a record of an ETR being
sent to DCMS?
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SECTI ON 26 -- MATERI AL ACCOUNTABI LI TY TRACKI NG
CONT’ D

Was material destroyed wthin the required
time frane?

Does the account have the consoli dated

destruction report signed by the Commandi ng
Oficer?

COVMENTS:
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ANNEX B
EKMS | NSPECTI ON GUI DE
LOCAL ELEMENT (I SSU NG

PURPOSE. The purpose of this inspection guide is to ensure al
aspects of COMSEC managenent are covered by the EKMS inspectors
during the account inspection.

| NI TI AL REQUI RED DATA:

Dat e of | nspection:

Command | nspect ed:

| medi ate Superior in Comrand (if other than EKMS | nspector)
of Unit Inspected:

Dat e of Last Inspection:

Nane/ G ade/ Rat e and Command of EKMS | nspector:

Date of Last Facilities Approval:

Primary Local Elenment (I1ssuing) Nane/ G ade:

Alternate Local Elenent (Issuing) Nane/ G ade:

| dentify Foll ow ng, as Applicabl e/ Assi gned:

Second Alternate Local Elenent (Issuing) Nane/ G ade:

Third Alternate Local Elenent (Issuing) Nane/ G ade:

Account C erk Nane/ G ade:
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ANNEX B
EKMS | NSPECTI ON GUI DE
LOCAL ELEMENT (I SSU NG

SECTI ON | DENTI FI CATI ON

N

o o A~ W

10

11
12

13

Security

Local Elenent (Issuing) Responsibilities
Account Cerk

Accountable Itens (A1) Sunmary

Local Custody File

Reseal i ng/ St at us Mar ki ngs

Pagechecks

Corrections and Amendnents

Destruction Procedures/ Reports

Over-the-Air-Rekey (OTAR)/ Over-the-Air-Transfer
( OTAT)

Data Transfer Device (DTD)
Emer gency Protection of COMSEC Materi al

Enmer gency Destruction Plan ( EDP)
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ANNEX B
EKMS | NSPECTI ON GUI DE
LOCAL ELEMENT (I SSU NG

ACTI ON. The follow ng inspection checklist shall be used and
conpleted, inits entirety, by the EKMS I nspector conducting the
i nspection. Per Chapter 2 and Article 401.c., inspection reports
eval uated as unsatisfactory nust include references and conments
to substantiate the evaluation. As such, below each item

revi ewed, space is provided to annotate comments to any question
that receives a negative response. This inclusion in the

i nspection checklists should greatly aid inspectors and conmands
when conducting the out-brief and witing the official report of

i nspection results.

SECTION 1 -- SECURITY
NOTE: | nspect COVBEC vault using Annex D or E as appropriate

YES NO

1. Are adequate visitor controls enforced to
ensure that access to classified information
is given only to visitors who possess the
proper identification, security clearance,
and NEED TO KNOWP [ SECNAVI NST 5510. 30A,
Article 11-1 paragraph 2,3; SECNAVI NST
5510. 36, Article 7-11; CM5 21A, Article
550. €]

2. Is avisitor's register maintained and
retained for one year fromthe date the
regi ster was conpleted? [CM5 21A, Article
550. e; Annex T]

3. Is unescorted access |imted to individuals
whose duties require such access and who neet
access requirenents? [CMS 21A, Articles
505, 535, 550. €]
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YES

ORI G NAL

ANNEX B

SECTION 1 -- SECURI TY (CONT’ D)

Are the names of individuals with regular
duty assignnents in the COVSEC facility on
a formal access list? [CV5 21A, Article
550. €]

PART A: Are personnel whose duties require
access to COVSEC material formally authorized
inwiting by the CO? [CM5 21A, Article
450. ¢ and 505. d]

PART B: |If personnel are authorized access
to COMSEC material on an access |list, has the
| ist been updated annually or whenever the
status of an individual changed? [CM5 21A,
Article 505.d(2)]

Do all personnel having access to COVSEC
materi al have a clearance equal to or greater
t han the highest classification of the
material? [CVM5 21A, Article 505. a]

| s security clearance data of personnel whose
duties require access to COVSEC materi al
mai nt ai ned by the Conmand Security Manager?

[ SECNAVI NST 5510. 30A, Article 9-5 paragraphs
2,3,4,5]

NOTE: For Marine Corps, docunented in the
Marine Corps Total Force System (MCTES). For
Coast Guard, docunented in the Personnel
Managenent I nformation System (PMS).




YES

EKMS 3A
ANNEX B

SECTION 1 -- SECURI TY (CONT’ D)

10.

11.

12.

Has formal facility approval been given in
witing, by ISIC or higher authority, to hold
classified COMSEC material ? [CVS 21A,
Article 405.a(2), 405.9(2) and 550.d(1)]

Is the exterior of each COVSEC security
contai ner free of markings which reveal the
classification of the material stored
therei n? [ SECNAVI NST 5510. 36, Article 10-1,
par agraph 3]

| s the space/ conpartnent or vault which
contains COVSEC naterial outwardly identified
as "RESTRI CTED AREA"? [ OPNAVI NST 5530. 14C,
Article 0319.d, Appendixes VI, VII]

Are applicable security controls (e.g.,
guards and alarns) in place in accordance
w t h SECNAVI NST 5510. 36, Chapter 10? [CMS
21A, Article 520.a(3)]

Do storage containers neet the m ni mum
security requirenents for the highest
classification of keying material stored
therein? [CVM5 21A, Article 520.c, 520.d and
520. e; SECNAVI NST 5510. 36, Chapter 10]

NOTE: Effective 14 April 93 commands are
not authorized to externally nodify GSA
approved security containers or vault doors.

| f external nodifications are nade after this
date, the containers or vault doors are no

| onger authorized to store any classified
material. [CVM5 21A, Article 520.f]
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YES

ORI G NAL

ANNEX B

SECTION 1 -- SECURI TY (CONT’ D)

13.

14.

15.

16.

17.

| s a Mai ntenance Record for Security

Contai ners and Vault Doors (Optional Form 89)
mai nt ai ned for each security contai ner and
retained within the container? [SECNAVI NST
5510. 36, Article 10-15, paragraph 3, Exhibit
10C, CMs 21A, Article 520.b(3)]

Are all damages, repairs or alterations

to the container or parts of the container
(e.g., Goup 1R |ocks, |ocking drawer, drawer
head, etc.) properly docunented on an
Optional Form 89? [ SECNAVI NST 5510. 36,
Article 10-15, paragraph 3; CV5 21A, Article
520. b(3)]

Do storage containers conformto the
two-person integrity (TPl) requirements for
the protection of Top Secret COVSEC keyi ng
material? [CV5 21A, Article 520. €]

s a Security Container Information Form

(SF 700) maintained for each | ock conbination
and placed in each COVBEC security container?
[ SECNAVI NST 5510.36, Article 10-12, paragraph
3; CMB 21A, Article 520.b(1)]

s a Security Container Check Sheet

(SF-702) maintained for each | ock conbination
of a COVBEC storage container? [ SECNAVI NST
5510. 36, Article 7-10; CM5 21A, Article

520. b(2)]




YES

EKMS 3A
ANNEX B

SECTION 1 -- SECURI TY (CONT’ D)

18.

19.

20.

21.

Except in an energency, are conbinations to
t he COVBEC Account vault/security containers
restricted to the Primary (Issuing) Local

El ement (LE) and Alternates only?

[CM5S 21A, Article 515.¢(1)]

If the COVBEC facility is continuously
manned, are security checks conducted at

| east once every 24 hours? [CMS 21A, Article
550.d(3)(a)]

NOTE: Recorded in accordance with | oca
command directives (e.g., line itemon watch-
to-watch inventory or SF-701).

In a non-continuously manned COVBEC facility,
are security checks conducted prior to
departure of the | ast person and docunent ed
using the Activity Security Checklist (SF-
701)? [CM5 21A, Article 550.d(3)(b);

SECNAVI NST 5510. 36, Article 7-10]

If a COMSEC facility is in a high risk area
and unmanned for periods greater than 24
hours, is a check conducted at |east once
every 24 hours to ensure that all doors are
| ocked and that there have been no attenpts
at forceful entry. [CM5 21A Article
550.d(3)(c)]

NOTE: Recorded in accordance wth | oca
command directives (e.g., annotated on SF-
702) .
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YES

ORI G NAL

ANNEX B

SECTION 1 -- SECURI TY (CONT’ D)

22.

23.

24.

25.

Does any one person have know edge of both
conbi nations to any one TPl container? [CM
21A, Article 515.¢c(2)]

NOTE: A "Yes" answer on this question
constitutes non-conpliance. A "No" answer on
this question constitutes conpliance.

Are all sealed records of conbinations to
COMSEC cont ai ners mai ntained in an approved
security container (other than the container
where the COVBEC material is stored), and
avai l able to duty personnel for energency
use? [CMS 21A, Article 515. €]

Are conbi nations to COVBEC cont ai ners changed
when initially placed in use, taken out of
servi ce, upon transfer/reassi gnnment of
personnel who have access, or when

conprom sed? [ SECNAVI NST 5510. 36, Article
10-12; CM5 21A, Article 515.Db]

| s each COMSBEC security container record of
conbi nation protected as follows: [CMS 21A,
Article 515.f]

| ndi vidually wapped in alumnumfoil and
protectively packaged in an SF-700 envel ope?

Combi nati on envel ope seal ed using
transparent |am nation or plastic tape?
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SECTION 1 -- SECURI TY (CONT’ D)

26.

27.

Nanme(s) and address(es) of individual(s)
aut hori zed access to the conbi nati on recorded
on the front of the envel ope?

Proper classification markings on
envel ope? [CMS 21A, Article 515.d]

Are the envel opes inspected nonthly to
ensure they have not been tanpered wth?

|s COMSEC material stored separately from
other classified mterial (e.g., separate
container or drawer to facilitate energency
renmoval or destruction), and segregated by
status, type and classification?

(Exanple: Effective, Secret keymat not stored
W th superseded, Secret keymat or effective,
Top Secret keymat not stored with effective,
Confidential keymat.) [CM5 21A, Article

520. a(4); Annex M paragraph 3.D]

When not being used and under the direct
control of authorized personnel, is al
COVSEC material properly stored? [CM5 21A,
Article 520.a(2)]
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ANNEX B

SECTION 1 -- SECURI TY (CONT’ D)

Are COVBEC files, records and | ogs

conspi cuously marked and stored in accordance
wi th the highest overall classification of
the contents? [CM5 21A, Article 715. a;
SECNAVI NST 5510. 36, Article 6-3, 6-26]

Are classified COMEC files, records and | ogs
annotated with the foll om ng statenent?
[CVMB 21A, Article 715.d(2)(c)]

“Derived from C\Vs 21A
Decl assify on: X1”

SECTI ON 2 -- LOCAL ELEMENT (I SSU NG

YES NO
28.
29.
30.
31.
ORI G NAL

RESPONSI Bl LI TES

Are the alternate manager(s) kept fully
infornmed of the status of the command account
so they are at all tines fully capable of
assumng the Primary (lssuing) LE s duties?
[CV5S 21A, Article 460. b]

Does the Primary (Issuing) LE provide the
CO O C, SCVSRO and other interested personnel
wi th general information about new or revised
CMS policies or procedures?

[CVS 21A, Article 465. a]
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SECTI ON 2 -- LOCAL ELEMENT (I SSU NG

32.

33.

34.

35.

36.

RESPONSI Bl LI TI ES ( CONT’ D)

Does the (lssuing) LE hold the witten

gui dance and/or publication extracts

(provi ded by the parent account EKMS Manager)
concerning the proper handling,
accountability, and disposition of COVSEC
material, including STU-111 termnals and
key? [CMS 21A, Article 465. D]

Has the (Issuing) LE pronulgated witten
gui dance and/or publication extracts
concerning the proper handling,
accountability, and disposition of COVSEC
material, including STU-111 term nals and
key, to all Local Elenent (LE) personnel?
[CVS 21A, Article 465. c]

Have all mlitary LE personnel (except

USMC/ USCG) conpl eted the CMS User Personnel
Qualification Standards (PQS) (NAVEDTRA 43462
series)? [CMS 21A, Article 450.f]

Does the (lIssuing) LE conduct training with
all personnel handling COVSEC material to
ensure they are adhering to proper EKMS
procedures? [CM5 21A, Article 465.c]

Has the (Issuing) LE ensured that al

training is properly docunented in accordance
with command directives? [CVM5 21A, Article
465. c; OPNAVI NST 3120.32B, Article 811]
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YES

ORI G NAL

ANNEX B

SECTI ON 2 -- LOCAL ELEMENT (I SSU NG

37.

38.

39.

40.

RESPONSI Bl LI TI ES ( CONT’ D)

Are "COVBEC Responsi bility Acknow edgenent
Forns" conpl eted and handl ed as foll ows:
[CVMS 21A, Article 769.b(2); Annex K]

a. Properly conpleted for each individua
t hat handl es COVBEC material and filed in
t he Chronol ogical File?

b. Retained for 90 days after the individual
no | onger requires access to CMs material ?

If the (1ssuing) LE has LEs which are
responsible to a CO other than the Primary
(I'ssuing) LE s CO has the Primary (Issuing)
LE ensured that Letters of Agreenent were
exchanged? [CMS 21A, Article 445, Annex L]

Does the Letter of Agreenent address the
m ni mum i ssues in accordance with CVs 21A?
[CV5 21A, Annex L]

|s a copy of the conpleted, Letter of
Agreenent held by the Primary (Issuing) LE?
[CVS 21A, Article 709. c]
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SECTI ON 2 -- LOCAL ELEMENT (I SSU NG

41.

42.

43.

44.

45.

RESPONSI Bl LI TI ES ( CONT’ D)

Does the Primary (Issuing) LE ensure that al
crypt ographi ¢ mai nt enance personnel that
perform mai nt enance within his/her account,
have DD 1435(s) docunented and on file?

[ OPNAVI NST 2221.3 (series); CM5 5A, Article
150. b]

Has a fornal designation Letter or Menorandum
of Appoi ntnment (LOA/ MOA) been conpl eted and
signed by the COfor the Primary (Issuing) LE
and Alternate(s)? [CM5 21A, Article 425. a;
Annex J]

Does the Primary (Issuing) LE and
Alternate(s) neet the m ni mum desi gnation
requi renents specified in CVM5 21A? [CMS 21A,
Article 420]

Has the LOA/ MOA and LH CBT Certificate of
Compl eti on been forwarded to the parent
account EKMS Manager and a copy retained on
file for a mninmumof two years follow ng the
relief of the Primary (lssuing) LE and/or
Alternate(s)? [CM5 21A Article 425.b; Annex
J Note (1)]

Does the (lIssuing) LE maintain required
files as directed by the parent account EKNMS
Manager? [CMS 21A, Article 703 NOTE 2]
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YES

ANNEX B

SECTI ON 3 -- ACCOUNT CLERK

46.

47.

48.

49.

Have all mlitary Account C erks (except
USMC/ USCG) conpl eted the CMS O erk PQS
(NAVEDTRA 43462 series)? [CM5 21A, Article
450. f]

Has a fornal designation Letter or Menorandum
of Appoi ntnent (LOA MOA) been conpleted for
the Account Clerk? [CMS 21A, Article 420.¢€]

s the Account Clerk restricted from havi ng
access to conbinations to the COVSEC materi al
vaul t/ saf e/ security contai ners, and only
allowed to maintain TPl requirenments after

t he COVBEC cont ai ner has been opened by
Manager personnel? [CMS 21A, Article

470. a(2) ]

Are all receipts, inventories, and
destruction reports that are signed by the
clerk, signed as a witness only? [CM5 21A,
Article 470.a(4)]

SECTI ON 4 -- ACCOUNTABLE | TEM5S (A/ 1) SUMVARY

50.

ORI G NAL

Does the (lIssuing) LE maintain an Accountabl e
Item (A/1) Summary as instructed by the
parent account EKMS Manager ?

[CVS 21A, Article 763.d]
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SECTION 5 -- LOCAL CUSTODY FILE

51.

52.

53.

Does the | ocal custody file contain signed,
effective, |local custody docunents for each
item of COVSEC material charged to the
(I'ssuing) LE which has been issued to

aut horized LEs? [CM5 21A, Article 712]

Do the local custody docunents (i.e., SF 153,
or locally prepared equivalent), contain the
m nimum required i nformati on? [CVS 21A,
Article 769.c(1)]

Are | ocal custody docunents being retained
for the m ninum 90 days after supersession?
[CM5 21A, Annex T, paragraph 2.b]

SECTI ON 6 -- RESEALI NG STATUS MARKI NGS

54.

55.

Were the procedures for sealing/resealing
COVBEC mat erial acconplished in accordance
with CV5 21A and | ocal command
instruction(s)? [CMS 21A, Article 772]

Are the effective and supersessi on dates
annotated on all COVSBEC keying materi al,
COMSEC account abl e manual s and publications
in accordance with CvVs 21A? [CM5S 21A,
Article 760.a, 775.4]
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YES

ORI G NAL

ANNEX B

SECTI ON 6 -- RESEALI NG STATUS MARKI NGS (CONT' D)

56.

Are keytape canisters free of locally applied

| abel s and stickers which may conceal
attenpted penetration or prevent inspection
of protective packaging? [CMVM5 21A Article
760. e and 760.f]

SECTI ON 7 — PAGECHECKS

57.

Are required page/verification checks being
acconpl i shed as foll ows:
[CM5S 21A, Articles 757, 775.e, and Annex Y]

Unseal ed COVSEC keying material: upon
initial receipt; during account and watch
inventories; upon transfer; and upon
destruction?

Unseal ed mai nt enance and operating nanual s:

upon initial receipt; after entry of
amendnent s whi ch change pages (both person
entering and person verifying entry); during
Fi xed- Cycl e (Equi p/ Pubs) and Change of EKMS
Manager inventories; upon transfer; and upon
destruction?

Unseal ed anendnents: upon initial receipt;
after entry of anendnents whi ch change pages
(both person entering and person verifying
entry); during Fixed-Cycle (Equip/Pubs) and
Change of EKMS Manager inventories; during
wat ch inventories; upon transfer; and upon
destruction?
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SECTION 7 -- PAGECHECKS ( CONT’ D)

58.

Mai nt enance and repair kits: All conponents

upon initial receipt; transfer; and upon
destruction. Cassified conponents only upon
installation of nodification; during Fixed-
Cycl e (Equi p/ Pubs) and change of EKMS Manager
i nventories?

Equi prent: upon receipt (i.e., uncrating);
during Fi xed-Cycle (Equi p/Pubs) and change of
EKVMS Manager inventories; during watch
inventories; upon transfer; and upon
destruction?

Reseal ed keying material: during account
inventories; upon transfer; and upon
destruction?

Are pagecheck di screpanci es bei ng reported?
[CVM5 21A, Article 757.h; Annex X]

SECTI ON 8 -- CORRECTI ONS AND AMENDVENTS

59.

60.

Are anmendnents to COVBEC publications current
and properly entered? [CM5 21A Article 787]

Are corrections to a publication nade with
bl ack or blue-black ink only? [CV5 21A,
Article 787.g9(1)(b)(1)]
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YES

ORI G NAL

ANNEX B

SECTI ON 8 -- CORRECTI ONS AND AMVENDVENTS ( CONT’ D)

61.

62.

63.

64.

Are pen and ink corrections identified by
witing the anendnent or correction nunber in
the margi n opposite the correction? [CMS
21A, Article 787.9(1)(b)(2)]

Has the person entering the anmendnent signed
and dated the appropriate blanks on the
publication’s Record of Anendnents page?
[CVMS 21A, Article 787.9(2)(a)]

Has the individual who verified proper entry
of the anmendnent initialed the entry on the
Record of Anmendnents page? [CMS 21A, Article
787.9(5) (b)]

| f pages were renoved, substituted, or added;
have both the person entering the amendnent
and the person verifying the anmendnent
conducted a pagecheck of the publication and
recorded this on the Record of Pagecheck
page? [CMVM5 21A, Article 787.9(4), and 787.g

(5)(c)]

SECTI ON 9 -- DESTRUCTI ON PROCEDURES/ REPORTS

65.

Are | ocal destruction records being conpleted
to docunent the destruction of all Top Secret
and Secret COVSEC material and all ALC 1 and
2 COVSEC material regardless of its
classification? [CM5 21A, Article 736.b(2)]
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ANNEX B

SECTI ON 9 -- DESTRUCTI ON PROCEDURES/ REPORTS

YES NO

66.

67.

68.

CONT’ D

Do destruction records clearly identify the
short title, edition(s), accounting nunber,
ALC, and date of destruction? [CM5 21A,
Article 736.a(3); Figures 7-1, 7-2, 7-3;
Annex V]

Are LE destruction records properly signed,

or initialed, by the two individuals who
conducted the destruction? [CM5 21A, Article
790.f(1)(2); Figures 7-1, 7-2, 7-3; Annex V]

Do | ocal destruction records for segnented
COVSEC material contain the follow ng:
[CM5 21A, Chapter 7 Fig 7-1, 7-2, 7-3]

Short title and conplete accounting data?

Dat e of destruction?

Signatures of the two individuals conducting
destruction?

Cl assi fication/ Decl assification markings?
Derived from CMS 21A
Decl assify on: X1

Mar ked “ CONFI DENTI AL (When filled in)”?
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YES

ORI G NAL

ANNEX B

SECTI ON 9 -- DESTRUCTI ON PROCEDURES/ REPORTS

69.

70.

71.

72.

73.

CONT’ D

Is only one copy of a short title, edition,
and accounting nunber recorded on the CM5 25
or locally prepared segnented destruction
docunment? [CMS 21A, Figure 7-1,

par agraph 8]

|'s routine destruction of COVSEC nateri al
performed | AWthe nethods prescribed in
CVB 21A? [CWVB 21A, Article 790]

| s destruction of key maintained or issued
in a DID being conpleted in accordance with
CVs 21A? [CVB 21A, Annex AC, paragraph 15
and Article 540.c(3)(a)]

I s uni ssued keying material that becones
super seded during the nonth destroyed no
| ater than five working days after the end
of the nonth in which it was superseded?
[CMS 21A, Article 540.e and 540.f(3)(a)]

Can Local El enent personnel denonstrate the
proper procedures for conducting routine
destruction of COVSEC material? [CMS 21A,
Article 540 and 790]
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ANNEX B

SECTI ON 9 -- DESTRUCTI ON PROCEDURES/ REPORTS

YES NO

74.

CONT’ D

| f keying material was unintentionally
renmoved fromits protective canister, is the
foll ow ng docunentation recorded on its
associ at ed di sposition record:

[CVS 21A, Article 772.d]

A statenent that the keytape segnent(s) were
unintentionally renoved?

The date of the unintentional renoval ?

ldentity of the keytape segnent(s) actually
renmoved?

Si gnatures of the individuals who renoved
t he key?

SECTI ON 10 -- OVER- THE- Al R- REKEY ( OTAR)/ OVER- THE- Al R

75.

TRANSFER ( OTAT)

NOTE: |If a Key Variable Generator (KVG
(1.e., KG83, KGX-93/93A) is not held in the
account, skip to question 79.

Has the KVEs) been certified by an
authorized facility prior to initial use,
every two years thereafter, if security
control was |lost for any reason and after

mai nt enance/repair? [CVM5 21A, Article 1145.b
and 1145. c]
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YES

ORI G NAL

ANNEX B

SECTI ON 10 -- OVER- THE- Al R- REKEY (OTAR)/ OVER- THE-

76.

7.

78.

79.

80.

Al R- TRANSFER ( OTAT) ( CONT’ D)

Have NSA-furni shed tanper detection | abels
been applied to certified/ recertified
KVG(s)? [CMB 21A, Article 1145.h]

Does each certified KVG have a certification
tag on a handle that displays the
classification of the equipnent, "CRYPTO
status, date of certification, comand that
performed certification, and nane/rank of the
certifying technician? [CM5 21A, Article
1145.1]

Have fill devices containing el ectronic key
been clearly | abel ed (tagged/ marked) with the
identity of the key it contains? [CM5 21A,
Article 1175.b(2)]

|f the LE generates, transmts, relays
or receives electronic key, are |ocal
accounting records being maintained?
[CVM5 21A, Article 1175.b(2) and 1182. d]

NOTE: Recipients of key received via OTAR
are not required to maintain accounting
records.

I f the LE generates el ectronic key for

OTAR and/ or OTAT, have accounting records
been retained for a mnimum of 60 days
followng the date of the last entry on the
key generation log? [CM5 21A, Article
1182.d(1)]
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EKMS 3A
ANNEX B

SECTI ON 10 -- OVER- THE- Al R- REKEY ( OTAR)/ OVER- THE- Al R

81.

82.

TRANSFER ( OTAT) ( CONT’ D)

If the LE relays or receives electronic

key (except for receipt of key via OTAR), are
| ocal accounting records being retained until
the key is superseded? [CM5 21A, Article
1182.d(2)]

Does the Primary (lIssuing) LE (or Alternate)
conduct a periodic review of OTAT/ OTAR | oca
accounting logs? [CM5 21A, Article 465.i and
1115. c]

SECTI ON 11 -- DATA TRANSFER DEVI CE (DTD)

83.

84.

85.

Is a classification tag attached to the DID
via the lanyard ring to indicate handling
requi renents when the Crypto Ignition Key
(G K) is not inserted? [CMS 21A, Annex AC,
par agr aph 8.f]

Ils a tag attached to the CIK (e.g., via
chain) to identify the CIK s classification
and serial nunber? [CMS 21A, Annex AC,

par agraph 9. c]

For accounts with a Top Secret CIK, is the
CIK renmoved fromthe DTD and returned to TP
st orage when aut hori zed Users are not
present? [CM5 21A, Annex AC, paragraph 10.Db]

NOTE: O herwi se, both CIK and DTD nust
be continually safeguarded according to TPI
rul es.
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YES

ORI G NAL

ANNEX B

SECTI ON 11 -- DATA TRANSFER DEVI CE (DTD) ( CONT’ D)

86.

87.

88.

89.

90.

s unrestricted access to Supervisory ClKs
l[imted to only those individuals who are
authorized to performall of the associated
privileges? [CM5 21A, Annex AC, paragraph
11. d]

Does the account ensure that key is not
stored on the DID host side?
[CM5 21A, Annex AC, paragraph 12. b]

NOTE: Any known viol ations of this rule nust
be reported in accordance with CMS 21A,
Chapter 9.

Have recipients of key issued in a DID, from
any source other than a LMD KP, signed a

| ocal custody docunent acknow edgi ng receipt
of the key? [CMS 21A, Annex AC, paragraph
13. c]

Does the (lIssuing) LE or Supervisory User

| ocally account for all DTD ClKs by assigned
serial nunmber? [CM5 21A, Annex AC, paragraph
7. b]

For non-watch station environnents, are the
Supervisory and User ClKs inventoried
whenever the parent account conducts Fi xed-
Cycl e or Conbi ned inventories? [CM5 21A,
Annex AC, paragraph 14.a(1)]
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EKMS 3A
ANNEX B

SECTI ON 11 -- DATA TRANSFER DEVI CE (DTD) ( CONT’ D)

91.

92.

93.

For watch station environnments, are the
serial nunbers of Supervisory ClKs, User

Cl Ks, and DIDs visually verified whenever
wat ch personnel change? [CMS 21A, Annex AC,
par agraph 14.b(1)]

NOTE: The watch-to-watch inventory wll
serve as the record of inventory.

Is the DID audit trail data revi ewed by
appropriate personnel at |east once per nonth
and these reviews recorded in an Audit Review
Log? [CM5 21A, Article 540.c(3)(a) Annex AC,
paragraph 17.b, 17.c and 17.d]

s the Audit Review Log retained at |east two
years? [CM5 21A, Annex AC, paragraph
17.f(2)]

SECTI ON 12 -- EMERGENCY PROTECTI ON OF COMBEC

94.

95.

MATERI AL

Has the command prepared an Energency Action
Pl an (EAP) for safeguardi ng COMSEC materi al
including STU-I11 termnals, keys and ClKs,
in the event of an energency? [CMS 21A,
Annex M paragraph 2.a; SECNAVI NST 5510. 36
exhibit 2B; CM5 6, Article 860]

Are all authorized personnel at the facility
made aware of the existence of the EAP?
[CM5 21A, Annex M paragraph 6.d(2)]
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YES

ORI G NAL

ANNEX B

SECTI ON 12 -- EMERGENCY PROTECTI ON OF COMBEC

96.

97.

98.

MATERI AL ( CONT’ D)

For conmmands, | ocated within the continental
United States (CONUS), does the EAP provide
gui dance detailing actions to be taken for
natural disasters, civil/nob actions and
terrorisn? [CVM5S 21A, Annex M paragraph 2.Db]

For commands | ocat ed out side CONUS, does the
EAP provi de detail ed gui dance for both
natural disasters and hostile actions?

[CM5 21A, Annex M paragraph 2.c]

Have pl ans been incorporated into the
command's EAP to acconplish the foll ow ng
actions during natural disasters:

[CMS 21A, Annex M paragraph 4]

Fire reporting and initial fire fighting by
assi gned personnel ?

Assi gnnment of on-the-scene responsibility for
protecti ng COVMSEC material hel d?

Protecting material when admtting outside
fire fighters into the secure area(s)?

Securing or renoving classified COVSEC
mat eri al and evacuating the area(s)?
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EKMS 3A
ANNEX B

SECTI ON 12 -- EMERGENCY PROTECTI ON OF COMBEC

99.

MATERI AL ( CONT’ D)

Assessing and reporting probabl e exposure of
classified COMSEC material to unauthorized
persons during the energency?

Conpl eting a post-energency inventory of
COVSEC and Controll ed Cryptographic Item
(CCl) material and reporting any | osses or
unaut hori zed exposures to appropriate
authorities?

Are EAP training exercises conducted annual |y
to ensure that everyone is famliar with
their assigned duties? [CM5 21A, Annex M
paragraph 6.d(3)]

SECTI ON 13 -- EMERGENCY DESTRUCTI ON PLAN ( EDP)

100.

NOTE: The questions in this section apply
only to EKMS accounts and/or their Local

El ements that are | ocated outside CONUS or
are onboard a nobile platformthat deploys
out si de CONUS.

Does the (lIssuing) Local Elenent have an EDP
incorporated into their EAP? [CMS 21A,
Article 465.1; Annex M paragraph 2.9, 2.j
and 2. K]
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YES

ORI G NAL

ANNEX B

SECTI ON 13 -- EMERGENCY DESTRUCTI ON PLAN ( EDP)

101.

102.

103.

104.

105.

106.

CONT’ D

Does the EDP identify personnel assignnents
and the chain of authority that is authorized
to make the determ nation that energency
destruction is to begin? [CM5 21A, Annex M
paragraph 5.d(5) and 5.d(6); SECNAVI NST

5510. 36, Exhibit 2B PART Il paragraph 4]

Are devices and facilities for the enmergency
destruction of COVSEC nmaterial readily
avai l abl e and in good working order?

[CMS 21A, Annex M paragraph 5.d, 6.c]

Are the sensitive pages of KAMs prepared for
ready renoval (i.e., upper left corner
clipped) and are the front edges of the
covers/ binders marked wth a distinctive
marking (i.e., red stripe)? [CVM5 21A, Annex
M paragraph 5.e(2)(a)]

Are the priorities of destruction indicated
in the plan? [CM5 21A, Annex M paragraph 8]

Are EDP training exercises conducted on an
annual basis to ensure that everyone is
famliar with their duties? [CM5 21A, Annex
M paragraph 6.d(3)]

Is the EDP divided into two parts: one for
precautionary and one for conplete
destruction? [CVM5 21A, Annex M paragraph 7]
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ANNEX B

SECTI ON 13 -- EMERGENCY DESTRUCTI ON PLAN ( EDP)
CONT’ D

YES NO

107. Does the EDP provide for adequate

identification and rapid reporting of the
mat eri al destroyed, to include the nmethod
and extent of destruction?

[CVM5 21A, Annex M paragraph 10]

108. Does the EDP stress that accurate information

concerning the extent of energency
destruction is second in inportance only to
the destruction of the material itself?
[CMS 21A, Annex M paragraph 10. a]

109. Are docunent sinking bags available in

sufficient quantity and in good condition to
permt jettison of COVSEC material ?
(NOTE: Surface units only)

[CM5 21A, Annex M paragraph 9.d(2)(b)]
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ANNEX C
| NSPECTI ON GUI DE
LOCAL ELEMENT -
USI NG

PURPOSE. The purpose of this inspection guide is to ensure al
aspects of COMSEC managenent are covered by the EKMS I nspectors
during the account inspection.

| NI TI AL REQUI RED DATA:

Dat e of | nspection:

Command | nspect ed:

| medi ate Superior in Comrand (if other than EKMS | nspector) of
Unit | nspected:

Dat e of Last Inspection:

Nane/ G ade/ Rat e and Conmand of I nspector:

Date of Last Facilities Approval:

EKVMS Manager Nane/ G ade:

Primary Alternate EKVMS Manager Nane/ G ade:

| dentify Foll ow ng, as Applicabl e/ Assi gned:

Second Alternate EKMS Manager Nane/ G ade:

Third Alternate EKMS Manager Nane/ G ade:

C1 ORI Gl NAL
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EKMS 3A

ANNEX C
| NSPECTI ON GUI DE
LOCAL ELEMENT - USI NG

SECTI ON | DENTI FI CATI ON

1 - Security

2 - Local Elenment (Using) Responsibilities
3 - Local Custody File

4 - Watch Station Inventory/ Pagechecks

5 - Reseal i ng/ St at us Mar ki ngs

6 - Corrections and Amendnents

7 - Routine Destruction

8 - Data Transfer Device (DTD)

9 - Over-the-Air-Rekey/ Over-the-Air-Transfer (OTAR/ OTAT)
10 - Enmergency Action Plan (EAP)

11 - Energency Destruction Plan (EDP)
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EKMS 3A

ANNEX C
| NSPECTI ON GUI DE
LOCAL ELEMENT - USI NG

ACTI ON. The follow ng inspection checklist shall be used and
conpleted, inits entirety, by the Inspector conducting the

i nspection. Per Chapter 2 and Article 401.c., inspection reports
eval uated as unsatisfactory nust include references and conments
to substantiate the evaluation. As such, below each item

revi ewed, space is provided to annotate comments to any question
that receives a negative response. This inclusion in the

i nspection checklists should greatly aid inspectors and conmands
when conducting the out-brief and witing the official report of

i nspection results.

SECTION 1 -- SECURITY
NOTE: | nspect COVBEC facility using Annex D or E as appropriate.
YES NO

1. |If not continuously manned, is the main
entrance to the COVSEC facility equi pped with
a GSA- approved, el ectro-nmechanical | ock
nmeeti ng Federal Specification FF-L-2740?
[CM5 21A, Annex O, paragraph 4.b(2)]

2. |If continuously manned, is the main entrance
to the COVWSEC facility designed to
accommodat e a conbi nati on el ectro-nechani ca
| ock neeting Federal Specification FF-L-2740
and a dead bolt should it be necessary to
evacuate the facility? [CM5 21A, Annex O
par agr aph 4. b(2)]

NOTE: Facilities equipped with a GSA-approved
built-in Goup-1R lock prior to 01 Apr 93 may
continue to use the Goup-1 | ock.
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YES

ORI G NAL

ANNEX C

SECTION 1 -- SECURI TY (CONT’ D)

3.

s the entrance to the COMSEC facility
arranged so that persons seeking entry can be
identified without being admtted to the
spaces or being able to view classified
material? [CM5 21A, Annex O paragraph
4.b(4)]

s the COVSEC Facility outwardly identified
only as a "RESTRI CTED AREA"? [ OPNAVI NST
5530. 14C, Article 0319.d, Appendix VI, VII]

Are wi ndows secured in a permanent manner

to prevent them from bei ng opened and
screened to prevent inadvertent view ng of
the space’s interior froman exterior point?
(The protection provided to the wi ndows need
be no stronger than the strength of the
contiguous walls.) [CM5 21A, Annex O

par agr aph 5]

I s only one door used for regular entrance to
the facility? [CM5 21A, Annex O, paragraph
4]

Are energency exits designed so that they can
be opened only frominside the COVSEC
facility? [CMVM5 21A, Annex O paragraph
4.b(3)]




YES

EKMS 3A
ANNEX C

SECTION 1 -- SECURI TY (CONT’ D)

10.

11.

12.

Are all air vents, ducts or any simlar

openi ngs which breach the walls, floor or
ceiling appropriately secured to prevent
penetration? [CVM5 21A, Annex O, paragraph 6]

Are applicable security controls (e.g.,
guards, alarns) in place in accordance with
SECNAVI NST 5510. 36, Chapter 10? [CMS 21A,
Article 520.a.(3)]

Are personally owned receiving, transmtting,
recordi ng, anplifying, information-
processi ng, phot ographi c equi pnent, tape
recorders, televisions, radios, and caneras
prohi bited fromthe tel ecommuni cations
facilities/key distribution center?

[CVMB 21A, Article 550.j]

If the COVBEC facility is continuously
manned, are security checks conducted at

| east once every 24 hours? [CMS 21A, Article
550.d(3)(a)]

NOTE: Recorded in accordance with | oca
command directives (e.g., line itemon watch-
to-watch inventory or SF-701).

In a non-continuously manned COVBEC facility,
are security checks conducted prior to
departure of the | ast person and docunent ed
using the Activity Security Checklist (SF-
701)? [CWMB 21A, Article 550.d.(3)(b);
SECNAVI NST 5510. 36, Article 7-10]
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YES

ORI G NAL

ANNEX C

SECTION 1 -- SECURI TY (CONT’ D)

13.

14.

15.

16.

17.

If a COMSEC facility is in a high risk area
and unmanned for periods greater than 24
hours, is a check conducted at |east once
every 24 hours to ensure that all doors are
| ocked and that there have been no attenpts
at forceful entry. [CM5 21A, Article
550.d(3)(c)]

NOTE: Recorded in accordance wth | oca
command directives (e.g., annotated on SF-
702) .

Are adequate visitor controls enforced to
ensure that access to classified information
is given only to visitors who possess the
proper identification, security clearance and
NEED TO KNOWP [ SECNAVI NST 5510. 30A, Article
11-1, paragraph 2,3; SECNAVI NST 5510. 36,
Article 7-11; CVB 21A, Article 550. €]

Is a visitor's regi ster maintained and
retained for one year fromthe date the
regi ster was conpleted? [CM5 21A, Article
550.e(1)(d)]

| s unescorted access limted to individuals
whose duties require such access and who neet
access requirenents? [CMS 21A, Articles
550.e(1)(a)]

Are the nanmes of individuals with regul ar
duty assignnents in the COVSEC facility on a
formal access list? [CVM5 21A, Article
550.e(1)(b)]




YES

EKMS 3A
ANNEX C

SECTION 1 -- SECURI TY (CONT’ D)

18.

19.

20.

21.

PART A: Are personnel whose duties require
access to COVBEC keying material formally
authorized in witing by the CO? [CV5 21A,
Articles 450.c, and 505. d]

PART B: |If personnel are authorized access
to keying material on an access list, has the
| i st been updated annually or whenever the
status of an individual changed? [CM5 21A,
Article 505.d(2)]

Are users of COVBEC material properly cleared
to at |east the highest |evel of classified
mat eri al handl ed? [CVM5 21A, Article 505. a]

| s security clearance data for personnel
whose duties require access to classified
mat eri al maintai ned by the Command Security
Manager ? [ SECNAVI NST 5510. 30A, Article 9-5,
par agraph 2, 3, 4, 5]

NOTE: For WMarine Corps, docunented in the
Marine Corps Total Force System (MCTES). For
Coast CGuard, docunented in the Personnel
Managenent I nformation System (PMS).

| s the COVBEC storage container free of
external markings which indicate the
classification |l evel of the contents of the
security container? [SECNAVI NST 5510. 36,
Article 10-1, paragraph 3]
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YES

ANNEX C

SECTION 1 -- SECURI TY (CONT’ D)

22.

23.

24.

25.

ORI G NAL

Do COMSEC storage containers neet the m ni num
security requirenents for the highest
classification of material stored therein?
[CVM5 21A, Article 520.c, 520.d and 520. e;
SECNAVI NST 5510. 36, Chapter 10]

NOTE: Effective 14 April 93 commands are not
aut hori zed to externally nodify GSA approved
security containers or vault doors. |If
external nodifications are nade after this
date, the containers or vault doors are no

| onger authorized for use to store any
classified material. |If the LE utilizes a
vault for storage, inspect in accordance with
Annex C. [CM5 21A, Article 520.f]

| s a Mai ntenance Record for Security

Cont ai ners/Vault doors (Optional Form 89)
mai nt ai ned for each security contai ner and
retained with the container? [SECNAVI NST
5510. 36 Article 10-15, paragraph 3, Exhibit
10C, CM5 21A, Article 520.b(3)]

Are all dammges, repairs or alterations to
the container or parts of the container
properly docunmented on an Optional Form 89?
[CVMB 21A, Article 520.f; SECNAVI NST 5510. 36
Article 10-15, paragraph 3]

s a Security Container Check Sheet (SF 702)
mai nt ai ned for each | ock conbination of a
COVSEC st orage contai ner? [ SECNAVI NST

5510. 36 Article 7-10; CMV5 21A, Article

520. b(2)]
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ANNEX C

SECTION 1 -- SECURI TY (CONT’ D)

26.

27.

28.

29.

Are conbinations to COVSEC storage containers
changed when initially placed in use, taken
out of service, upon transfer/reassi gnnent of
personnel who have access, or when

conprom sed? [ SECNAVI NST 5510. 36, Article
10-12; CM5 21A, Article 515.Db]

Does any one person have know edge of both
conbi nations to any one TPl contai ner?
[CVM5 21A, Article 515. c]

NOTE: A "Yes" answer on this question
constitutes non-conpliance. A "No" answer
on this question constitutes conpliance.

Is a Security Container Information Form

(SF 700) maintained for each | ock conbination
and placed in each COVBEC storage container?
[ SECNAVI NST 5510. 36, Article 10-12, paragraph
3; CMB 21A, Article 520.b(1)]

Are seal ed records of conbinations to COVSEC
storage containers maintained in an approved
security container (other than the container
where the COVBEC material is stored), and
avai l able to duty personnel for energency
use? [CMS 21A, Article 515. €]
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YES

ANNEX C

SECTION 1 -- SECURITY (CONT' D

30.

31.

ORI G NAL

| s each COVSEC material storage container
SF-700 record of conbination protected as
follows: [CV5 21A, Article 515.f]

| ndi vidually wapped in alumnumfoil and
protectively packaged in an SF-700 envel ope?

Combi nati on envel ope seal ed usi ng transparent
| am nation or plastic tape?

Name(s) and address(es) of individual(s)
aut hori zed access to the conbinations
recorded on the front of the envel ope?

Proper classification markings on envel ope?
[CV5S 21A, Article 515.d]

Are the envel opes inspected nonthly to ensure
t hey have not been tanpered w th?

| s COMSEC material stored separately from
other classified material (e.g., separate
container or drawer to facilitate energency
renmoval or destruction), and segregated by
status, type and classification? [CMS 21A,
Article 520.a(4) and Annex M Paragraph 3. b]

C 12
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ANNEX C

SECTION 1 -- SECURI TY (CONT’ D)

32.

33.

34.

35.

When not being used and under the direct
control of authorized personnel, is al
COVSEC material properly stored? [CM5 21A,
Article 520.a(2)]

Are all COVSEC files, records and | ogs

mar ked, handl ed and stored in accordance with
their highest overall classification?

[CM5S 21A, Article 715. a]

Are classified COMSEC files, records and | ogs
annotated with the foll om ng statenent?
[CVMB 21A, Article 715.d(2)(c)]

“Derived from C\Vs 21A
Decl assify on: X1”

If the COVBEC facility has keyed crypto
equi pnent from which Top Secret key may be
extracted, is the equi pnent protected under
TPI? [CM5 21A, Article 510.d, €]

NOTE: See OTAR/ OTAT section for key
generating equi pnent
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ANNEX C

SECTION 1 -- SECURI TY (CONT’ D)

YES NO

36. Are all COVSEC fill devices |oaded with
Top Secret key and unl oaded COVBEC fil
devices in an environnment containing keyed
crypt o- equi pnment from which Top Secret
key may be extracted, being protected under
TPI? [CMS 21A, Article 510.d]

NOTE: Review CM5 21A, Article 510.f for
exceptions to TPl requirenents for fill
devi ces.

SECTION 2 -- LOCAL ELEMENT (USI NG RESPONSIBILITIES

37. Do all LE personnel have access to witten
gui dance and/or publication extracts
(provi ded by the account EKMS Manager)
concerning the proper handling,
accountability, and disposition of COVSEC
material ? [CVBS 21A, Articles 455.e, 721
NOTE]

38. Have all LE personnel who have access to
COVSEC materi al executed a Responsibility
Acknow edgenent forn? [CMS 21A, Article
769. b(2), Annex K]

39. Do LEs maintain required files (reports,
messages, correspondence) as directed by
promul gat ed gui dance fromthe EKMS Manager ?
[CVMB 21A, Article 703 NOTE 2]

ORI G NAL C 14



YES

EKMS 3A
ANNEX C

SECTION 3 -- LOCAL CUSTODY FILE

40.

41.

42.

Does the LE' s local custody file contain
signed, effective |ocal custody docunents for
each item of COVSEC material held by the

LE? [CMS 21A, Article 712]

Do the local custody docunents (i.e., SF 153,
or locally prepared equivalent), contain the
m nimum required i nformati on? [CVS 21A,
Article 769.c(1)]

Are | ocal custody docunents being naintained
on file for 90 days after supersession?
[CM5 21A, Annex T, paragraph 2.b]

SECTI ON 4 -- WATCH STATI ON | NVENTCRY/ PAGECHECKS

43.

44.

Does t he CONTI NUOUSLY MANNED WATCH STATI ON
mai ntain a watch-to-watch i nventory that
lists all COVBEC material held (including
accountability for reseal ed segnents,
STU-111s, DIDs and their associated Cl Ks)?
[CM5S 21A, Article 775.d(1), Annex AC,
paragraph 14.b; CV5-6, Article 310.c]

s the material recorded on the watch-to-
watch inventory listed by short title,
edition, accounting nunber (as applicable),
and quantity? [CM5 21A, Article 775.d(2)]
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EKMS 3A

YES

ORI G NAL

ANNEX C

SECTI ON 4 -- WATCH STATI ON | NVENTCRY/ PAGECHECKS

45.

46.

47.

48.

49.

CONT’ D

Has the inventory been properly signed and
dated for each change of watch? [CMS 21A,
Article 775.d(4),(5) and (6)]

Are watch-to-watch inventories being retained
for 30 days beyond the | ast recorded date on
the inventory? [CM5S 21A, Annex T, paragraph
2. k]

Have i nventories for a NO\NWATCH STATI ON
ENVI RONVENT been conduct ed and recorded on
the | ocal custody issue docunent or a

wat ch-to-watch i nventory in accordance with
CVB 21A? [CVB 21A, Article 778.c]

For NON- WATCH STATI ON ENVI RONMVENTS, are the
DTD Supervisory and User ClIKs inventoried
whenever the account conducts Fi xed-Cycle or
Combi ned inventories? [CM5 21A, Annex AC,
par agraph 14.a(1)]

NOTE: The EKMS Manager or Supervisory User
may direct nore frequent inventories.

Are required pagechecks being acconplished in
accordance wwth CVvs 21A. [CMV5 21A, Article
757, 775.e, 778.d and Annex Y]
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YES

EKMS 3A
ANNEX C

SECTI ON 5 -- RESEALI NG STATUS MARKI NGS

50.

51.

52.

Has all unseal ed COVSEC mat eri al been

seal ed/reseal ed in accordance with CVMS 21A
and | ocal command instructions? [CMS 21A,
Article 772]

Are the effective and supersession dates
annotated on all COVSBEC keying material,
COMSEC account abl e manual s and publications
in accordance with Cvs 21A? [CMV5 21A,
Article 760.a, 775.4]

Are keytape canisters free of |abels

(i ncluding renoval of the NSA applied bar
code | abel) which may conceal penetration or
prevent inspection of protective packagi ng?
[CM5 21A, Article 760.e and 760. f]

SECTION 6 -- CORRECTI ONS AND AMENDVENTS

53.

54.

55.

Are anmendnents to COVBEC publications current
and properly entered? [CM5 21A Article 787]

Are corrections to publications made with
bl ack or blue-black ink only? [CV5 21A,
Article 787.9(1)(b)1]

| s each pen and ink correction identified by
witing the anmendnent or correction nunber in
the margi n opposite the correction? [CMS
21A, Article 787.9(1)(b)2]
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EKMS 3A

YES

ORI G NAL

ANNEX C

SECTION 6 -- CORRECTI ONS AND AMVENDVENTS ( CONT’ D)

56.

S57.

58.

Has the person entering the anmendnent signed
and dated the appropriate blanks on the
publication’s Record of Anmendnents page?
[CVM5 21A, Article 787.9(2)(a)]

Has the individual who verified proper entry
of the anmendnent initialed the entry on the
Record of Anmendnents page? [CMS 21A, Article
787.9(5) (b)]

| f pages were renoved, substituted, or added;
have both the person entering the amendnent
and the person verifying the anendnent
conducted a pagecheck of the publication and
recorded this on the Record of Pagechecks
page? [CM5 21A, Articles 787.9(4) and
787.9(5)(c)]

SECTION 7 -- ROUTI NE DESTRUCTI ON

59.

60.

Are | ocal destruction records being conpleted
to docunent destruction of all Top Secret and
Secret COVMSEC material ? [CV5S 21A, Article
736.b(2)(b)]

Are | ocal destruction records being conpleted
to docunent destruction of all ALC-1 and 2
COVBEC material regardl ess of classification?
[CM5S 21A, Article 736.b(2)(c)]

C 18



EKMS 3A
ANNEX C

SECTION 7 -- ROUTI NE DESTRUCTI ON ( CONT’ D)

YES NO

61.

62.

63.

Are | ocal destruction records signed or
initialed by both personnel conducting the
destruction? [CM5 21A, Articles 790.a(5) and
790.f(1)]

| s destruction of keying material, including
zeroizing of fill devices and del etion of key
froma DID, occurring within 12 hours after
supersession? [CVB 21A, Article 540.e, 1176,
1177, and Annex AC, Paragraph 15]

Do | ocal destruction records for segnented
COVSEC material contain the follow ng:
[CM5 21A, Chapter 7 Fig 7-1, 7-2, 7-3]

Short title and conplete accounting data?

Dat e of destruction?

Signatures of the two individuals conducting
destruction?

Cl assi fication/ Decl assification markings?
“Derived from CM5 21A
Decl assify on: X1

Mar ked “ CONFI DENTI AL (When filled in)”?
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EKMS 3A

YES

ORI G NAL

ANNEX C

SECTI ON 7 -- ROUNTI NE DESTRUCTI ON ( CONT’ D)

64.

65.

66.

Is only one copy of a short title, edition,
and accounting nunber recorded on the CM5 25
or locally prepared segnented destruction
docunent? [CMS 21A, Figure 7-1,

par agr aph 8]

Can Local El enent personnel denonstrate the
proper procedures for conducting routine
destruction of COVSEC material ? [CMS 21A,
Article 540 and 790]

| f keying material was unintentionally
renmoved fromits protective canister, is the
foll ow ng docunentation recorded on its
associ at ed di sposition record:

[CVS 21A, Article 772.d]

A statenent that the keytape segnent(s) were
uni ntentionally renoved?

The date of the unintentional renoval ?

ldentity of the keytape segnent(s) actually
renmoved?

Si gnatures of the individuals who renoved
t he key?
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YES

EKMS 3A
ANNEX C

SECTI ON 8 -- DATA TRANSFER DEVI CE (DTD)

67.

68.

69.

70.

71.

s a classification tag attached to the DID
via the lanyard ring to indicate handling
requi renents when the Crypto Ignition Key
(G K) is not inserted? [CMS 21A, Annex AC,
par agr aph 8.f]

Ils a tag attached to the CIK (e.g., via
chain) to identify the CIK s classification
and serial nunber? [CMS 21A, Annex AC,

par agraph 9. c]

For accounts with a Top Secret CI K, is the
CIK renmoved fromthe DTD and returned to TP
st orage when aut hori zed Users are not
present? [CM5 21A, Annex AC, paragraph 10.Db]

NOTE: O herwi se, both CIK and DTD nust be
continual ly saf eguarded according to TPI
rul es.

s unrestricted access to Supervisory ClKs
l[imted to only those individuals who are
authorized to performall of the associated
privileges? [CM5 21A, Annex AC, paragraph
11. d]

Does the account ensure that key is not
stored on the DID host side? [CM5 21A, Annex
AC, paragraph 12. b]
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EKMS 3A
ANNEX C

SECTI ON 8 -- DATA TRANSFER DEVI CE (DTD) ( CONT’ D)

YES NO

NOTE: Any known viol ations of this rule nust
be reported in accordance with CVMS 21A,
Chapter 9.

72. Have recipients of key issued in a DID, from
any source other than a LMD KP, signed a
| ocal custody docunent acknow edgi ng receipt
of the key? [CMS 21A, Annex AC, paragraph
13. c]

73. |Is the DID audit trail data reviewed by
appropriate personnel at |east once per nonth
or when the Audit Trail icon illumnates, and
these reviews recorded in an Audit Review
Log? [CM5 21A, Article 540.c(3)(a) Annex AC,
paragraph 17.b, 17.c and 17.d]

74. |Is the Audit Review Log retained at |east two
years? [CM5 21A, Annex AC, paragraph
17.1(2)]

SECTION 9 -- OVER- THE- Al R- REKEY ( OTAR)/ OVER- THE- Al R
TRANSFER ( OTAT)

NOTE: |If a Key Variable Generator (KVG
(i.e., KG 83, KGX-93/93A) is not held, skip
to question 77.

ORI G NAL C 22



YES

EKMS 3A
ANNEX C

SECTION 9 -- OVER- THE- Al R- REKEY ( OTAR)/ OVER- THE- Al R-

75.

76.

7.

78.

79.

TRANSFER ( OTAT) ( CONT’ D)

If the COVBEC facility has certified KVEs)
equi pnent installed for operational use, is
t he equi pnment “Dutch Doors” doubl e-1ocked or
protected under no-lone zone (NLZ)
procedures? [CM5 21A, Article 1145.Kk]

Has the KVE's) been certified by an
authorized facility prior to initial use,
every two years thereafter, if security
control was |lost for any reason and after
mai nt enance/repair? [CMVM5 21A, Article
1145. b and 1145. c]

Have NSA-furni shed tanper detection | abels
been applied to certified/recertified KVEs)?
[CMS 21A, Article 1145. h]

Does each certified KVG have a certification
tag on a handle that displays the
classification of the equipnent, "CRYPTO
status, date of certification, comand that
performed certification, and nane/rank of
certifying technician? [CV5 21A, Article
1145.1]

Have fill devices containing el ectronic key
been clearly | abel ed (tagged/ marked) with the
identity of the key it contains? [CM5 21A,
Article 1175.b(2)]
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EKMS 3A
ANNEX C

SECTION 9 -- OVER- THE- Al R- REKEY ( OTAR)/ OVER- THE- Al R
TRANSFER ( OTAT) ( CONT’ D)

YES NO

80. If the LE generates, transmts,
rel ays or receives electronic key, are |ocal
accounting records being maintai ned?
[CVM5 21A, Article 1175.b(2) and 1182. d]

NOTE: Recipients of key received via OTAR
are not required to maintain accounting
records.

81. If the LE generates electronic key for OTAR
and/ or OTAT, have accounting records been
retained for a mninum of 60 days follow ng
the date of the last entry on the key
generation | og?

[CVMS 21A, Article 1182.d(1)]

82. If the LE relays or receives el ectronic key
(except for receipt of key via OTAR), are
| ocal accounting records being retained until
the key is superseded? [CM5 21A, Article
1182.d(2)]

83. Does the EKMS Manager (or Alternate) conduct
a periodic review of OTAT/ OTAR accounti ng
logs? [CWVM5 21A, Article 455.) and 1115. c]
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YES

EKMS 3A
ANNEX C

SECTI ON 10 -- EMERGENCY ACTI ON PLAN ( EAP)

84.

85.

86.

87.

88.

Do all COVBEC users have access to the COVSEC
portion of the command’' s EAP? [CMS 21A,
Article 465.1, Annex M paragraph 2 and 6]

Are EAP training exercises conducted annual ly
to ensure that everyone is famliar with
their assigned duties? [CM5 21A, Annex M

par agraph 6.d(3)]

For conmmands, | ocated within the continental
United States (CONUS), does the EAP provide
gui dance detailing actions to be taken for
natural disasters, civil/nob actions and
terrorisn? [CVMS 21A, Annex M paragraph 2.Db]

For commands | ocat ed out si de CONUS, does the
EAP provi de detail ed gui dance for both
natural disasters and hostile actions?

[CM5 21A, Annex M Paragraph 2.c]

Have pl ans been incorporated into the
command's EAP to acconplish the foll ow ng
actions during natural disasters:

[CMS 21A, Annex M Paragraph 4]

Fire reporting and initial fire fighting
by assigned personnel ?

Assi gnnment of on-the-scene responsibility for
protecti ng COVMSEC material hel d?
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EKMS 3A
ANNEX C

SECTI ON 10 -- EMERGENCY ACTI ON PLAN ( EAP) ( CONT’ D)

YES NO

c. Protecting material when admtting outside
fire fighters into the secure area(s)?

d. Securing or renoving classified COVSEC
mat eri al and evacuating the area(s)?

e. Assessing and reporting probabl e exposure of
classified COMSEC material to unauthorized
persons during the energency?

f. Conpleting a post-energency inventory of
COVBEC material and reporting any | osses
or unaut hori zed exposures to appropriate
aut horities?

SECTI ON 11 -- EMERGENCY DESTRUCTI ON PLAN ( EDP)

NOTE: The questions in this section apply
only to LEs that are |ocated outside CONUS or
are onboard a nobile platformthat deploys
out si de CONUS.

89. Does the LE have an Enmergency Destruction
Plan (EDP) incorporated into its EAP?
[CM5 21A, Annex M Paragraph 2.g, 2.) and
2. K]
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YES

EKMS 3A
ANNEX C

SECTI ON 11 -- EMERGENCY DESTRUCTI ON PLAN

90.

91.

92.

93.

94.

(EDP) (CONT' D)

Does the EDP identify personnel assignnents
and the chain of authority that is authorized
to make the determ nation that energency
destruction is to begin? [CM5 21A, Annex M
Par agraph 5.d(5) and 5.d(6); SECNAVI NST

5510. 36, Exhibit 2B PART Il paragraph 4]

Are devices and facilities for the enmergency
destruction of COVSEC nmaterial readily
avai l abl e and in good working order?

[CM5 21A, Annex M Paragraph 5.d and 6. c]

Are the sensitive pages of KAMs prepared for
ready renoval (i.e., upper left corner
clipped), and are the front edges of the
covers/ binders marked wth a distinctive
marking (i.e., red stripe)? [CVM5 21A, Annex
M Paragraph 5.e(2)(a)]

Are the priorities of destruction indicated
in the plan? [CM5 21A, Annex M Paragraph 8]

Is the EDP divided into two parts: one for
precautionary and one for conplete
destruction? [CVM5 21A, Annex M Paragraph
7]
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EKMS 3A

YES NO

ANNEX C

SECTI ON 11 -- EMERGENCY DESTRUCTI ON PLAN

95.

96.

97.

98.

ORI G NAL

(EDP) ( CONT' D)

Does the EDP provide for the adequate
identification and rapid reporting of the
mat eri al destroyed, to include the nethod
and extent of destruction? [CM5 21A, Annex
M Paragraph 10]

Does the EDP stress that accurate information
concerning the extent of energency
destruction is second in inportance only to
the destruction of the naterial itself?

[CMS 21A, Annex M Paragraph 10. a]

Are docunent sinking bags available in
sufficient quantity and in good condition to
permt jettison of COVSEC material ?
(NOTE: Surface units only)

[CM5 21A, Annex M Paragraph 9.d(2)(b)]

I f User deploys in aircraft, does the plan
cover specific actions to be followed in
aircraft? [CM5 21A, Annex M paragraph 9.c]
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EKMS 3A

ANNEX D
| NSPECTI ON GUI DE
VAULT

PURPOSE. To provide a checklist (with appropriate references)
for use by personnel tasked with certifying/recertifying a vault
which is used for storage of COVSEC material to ensure it neets
t he m ni num physi cal security safeguards.

| NI TI AL, REQUI RED DATA:

Dat e of | nspection:

Command | nspect ed:

| medi ate Superior in Comrand (if other than EKMS | nspector) of
Unit | nspected:

Dat e of Last Inspection:

Nane/ G ade/ Rat e and Conmand of I nspector:

Date of Last Facilities Approval:

EKVMS Manager Nane/ G ade:

Primary Alternate EKVMS Manager Nane/ G ade:

| dentify Foll ow ng, as Applicabl e/ Assi gned:

Second Alternate EKMS Manager Nane/ G ade:

Third Alternate EKMS Manager Nane/ G ade:

D1 ORI Gl NAL
( REVERSE BLANK)



EKMS 3A

ANNEX D
| NSPECTI ON GUI DE
VAULT

ACTI ON. The follow ng inspection checklist shall be used and
conpleted, init's entirety, by the Inspector conducting the

i nspection. Per Chapter 2 and Article 401.c., inspection reports
eval uated as unsatisfactory nust include references and conments
to substantiate the evaluation. As such, below each item
reviewed, space is provided to respond to any questions that
receive a negative response. This inclusion in the inspection
checklists wll greatly aid inspectors and comands when
conducting the out-brief and witing the official report of

i nspection results.

VAULT CHECKLI ST

1. For class "A" vault, (authorized for storage of
TOP SECRET and bel ow keying material, are the
foll ow ng constructed properly and with
approved materials? [CVS 21A, Annex N,

Par agr aph 2]

a. Fl oors and walls: 8 inches of reinforced-
concrete to neet current structural standards.
Wall shall extend to the underside of the roof
sl ab.

b. Roof: Mnolithic reinforced-concrete slab of a
t hi ckness to be determ ned by structural
requi renents, but not less than the walls and
fl oors.
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EKMS 3A

YES NO

ORI G NAL

ANNEX D

VAULT CHECKLI ST ( CONT' D)

Ceiling: The roof or ceiling shall be reinforced
concrete of a thickness to be determ ned by
structural requirenents, but not |ess than the
wal | s and fl oors.

NOTE: \Where the existing roof does not
conformto the vault roof requirenents stated
above, a vault roof, which is structurally equal
to the vault walls shall be constructed.

Vault Door and Franme Unit: Shall conformto
Federal Specifications AA-D- 2757, Cass 8 vault
door, or Federal Specification AA-D 00600 (GSA-
FSS) Cass 5 vault door.

Lock: A conbination |lock that conforns to the
Underwriters' Laboratories, Inc. Standard No.
768, for Goup 1R or Goup 1. The specific

| ock nodel used shall bear a valid UL G oup 1R
or Goup 1 |abel.

NOTE: Al vault doors procured after 14 April
1993 nmust be equi pped with a GSA-approved
conbi nation | ock that nmeets the requirenents
of Federal Specifications FF-L-2740.

[CVM5 21A, Annex N, paragraph 2]

Are COVSEC storage vaults equi pped with the
follow ng m ni num safety requirenents:
[CM5 21A, Annex N, paragraph 5. a]

A lum nous type light swtch? (NOTE: My be
painted with fluorescent paint.)
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EKMS 3A
ANNEX D

VAULT CHECKLI ST ( CONT’ D)

| s energency lighting installed?

An interior alarmswitch or device?
(e.qg., telephone, intercom

A decal containing energency instructions on
how to obtain release if |ocked inside the
vaul t ?

| f an enmergency escape device is considered
necessary, have the followi ng m ni numrequirenents
been net: [CMBS 21A, Annex N, paragraph 5.D]

Is it permanently attached to the inside of
the door and can not be activated by the
exterior |ocking device, or otherw se
accessi ble fromthe outside?

Is it designed and installed so that drilling
and rapping the door fromthe outside wll
not give access to the vault by activating

t he escape device?

Has the device net the requirements of GSA
Federal Specification AA-D- 00600 (GSA-FSS)
paragraph 3.3.9, dated 27 Decenber 1963,

concerning an exterior attack on the door?
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EKMS 3A

YES NO

ORI G NAL

ANNEX D

VAULT CHECKLI ST (CONT' D)

| f an emergency escape device is not provided,
have the foll ow ng approved Underwriters
Laboratories (UL), Inc., devices been installed in
the vault: [CVM5 21A, Annex N, paragraph 5.c]

A UL Bank Vault Energency Ventil ator?

At | east one UL approved fire extinguisher
situated in a position near the vault door?

NOTE: These provisions are recommended even
if an energency escape device is provided.

Are energency destruction tools avail abl e?
[CM5 21A, Annex M paragraph 5.d and 6. c]

| s the space/ conpartnent or vault which contains
COVBEC material outwardly identified as

"RESTRI CTED AREA"? [ OPNAVI NST 5530. 14C, Article
0319.d, Appendi xes VI and VI 1]

Is a central record of conbinations maintained in
a security container, approved for storage of the
hi ghest classification of the material protected
by the conbination | ocks, for each vault used for
the storage of COVSEC material? [CM5 21A,
Article 515. €]
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EKMS 3A
ANNEX D

VAULT CHECKLI ST (CONT' D)

If the original security integrity of the vault
has been degraded in any way, have approved
repairs been made? [ SECNAVI NST 5510.36, Article
10- 15]

NOTE: Effective 01 April 93, commands are not
authorized to externally nodify GSA approved
security containers or vault doors. |If external
nodi fications are made after this date, the
containers or vault doors are no |onger authorized
to store any classified material. [CVM5 21A,
Article 520.f]

Does the vault door unit include a day gate which
conforms to the following: [CM5 21A, Annex N,
par agraph 3]

NOTE: This is not a requirement, but is highly
recommended.

s the gate of the swing-in hinge type with
vertical rods not less than 1/2 inch di ameter?

s the gate frane made of not |ess than 3/8" by

1 1/2" steel nenbers, and equi pped with a | ocking
device arranged to permt |ocking and unl ocki ng
of the gate fromthe inside?

D7 ORI Gl NAL
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EKMS 3A

ANNEX E
| NSPECTI ON GUI DE
FI XED COVBEC FAC LI Tl ES

PURPOSE. To provide a checklist (with appropriate references) for
use by personnel tasked with certifying/recertifying a fixed COVSEC
facility which contains classified COVBEC naterial, |located in an

i mmovabl e structure or aboard a ship, to ensure it neets the

m ni nrum physi cal security safeguards.

| NI TI AL, REQUI RED DATA:

Date of I|nspection:

Conmmand | nspect ed:

| mredi ate Superior in Command (if other than EKMS | nspector) of
Unit I nspected:

Date of Last |nspection:

Nanme/ G ade/ Rat e and Conmand of | nspector:

Date of Last Facilities Approval:

EKMS Manager Nane/ G- ade:

Primary Al ternate EKMS Manager
Nanme/ G ade:

| dentify Foll owi ng, as Applicabl e/ Assi gned:

Second Al ternate EKMS Manager Nane/ G ade:

Third Al ternate EKMS Manager Nane/ G ade:

d erk Nane/ G ade:

E-1 ORI G NAL
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EKMS 3A

ANNEX E
| NSPECTI ON GUI DE
FI XED COVBEC FAC LI Tl ES

ACTION  The follow ng inspection checklist shall be used and
conpleted inits entirety by the Inspector conducting the

i nspection. Per Chapter 2 and Article 401.c., unsatisfactory

i nspection reports nust include references and comments to
substantiate the evaluation. As such, bel ow each itemrevi ewed,
space is provided to respond to any questions that receive a
negati ve response. This inclusion in the inspection checklists
will greatly aid inspectors and commands when conducting the out -
brief and witing the official report of inspection results.

FI XED COVBEC FACI LI TY CHECKLI ST

1. Is the facility constructed of solid, strong
materials that deter and detect unauthorized
penetration? [CVBE 21A, Annex O paragraph 2]

2. Does the facility provide adequate attenuation of
i nternal sounds that woul d divul ge classified
informati on through walls, doors, w ndows,
ceilings, air vents, and ducts? [CMV5 21A, Annex O
par agr aph 2]

3. Are walls constructed fromtrue floor to true
ceiling? [CM5 21A, Annex O paragraph 3.a]

4. Are ceilings at least as thick as the outer walls
and offer the sane | evel of security as the outer
wal | s? [CM5 21A, Annex O, paragraph 3.D]
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EKMS 3A

YES NO

ORI G NAL

ANNEX E

FI XED COVBEC FAC LI TY CHECKLI ST ( CONT' D)

If false ceilings are used, are additional

saf eguards used to resist unauthorized entry
(e.g., installed, approved intrusion detection
system (IDS) in the area above the false ceiling)?
[CVB 21A, Annex O paragraph 3.c]

I's only one door used for regular entrance to
the facility, though other doors may exist for
energency exit and entry or renoval of bul ky
items? [CMB 21A, Annex O paragraph 4]

Do all doors remain closed during facility
operations and are they only opened to admt

aut hori zed personnel or materials? [CVB 21A, Annex
O paragraph 4. a]

Do the main entrance facility doors conply with
the foll ow ng standards: [CVB 21A, Annex O
par agraph 4.b(1)(a) through (c)]

a. Does the door have sufficient strength to
resist forceful entry? (In preference order,
exanpl es of acceptabl e doors are: GSA-approved
vault doors, Standard 1-3/4" internally reinforced,
hol | ow netal industrial doors, or netal-clad

or solid hardwood doors with a mni numthi ckness

of 1-3/4").




EKMS 3A
ANNEX E

FI XED COVBEC FAC LI TY CHECKLI ST ( CONT' D)

YES NO

b. Is the door frane securely attached to the
facility and fitted with a heavy-duty/high
security strike plate, and hinges installed with
screws | ong enough to resist renoval by prying?

c. |Is the door installed as to resist renoval of
hi nge pins? (This can be acconplished by either
installing the door so that the hinge pins are
located inside the facility, or by set screw ng/
wel ding the pins in place.)

9. If the facility is not continuously manned, is the
t he door equi pped with a GSA-approved, electro-
mechani cal | ock neeting Federal Specification FF-L-
2740? [CM5 21A, Annex O paragraph 4.b(2)]

10. If the facility is continuously manned (a built-in
lock is not required), is the door designed so that
a GSA- approved, el ectro-mechanical |ock neeting
Federal Specification FF-L-2740 and dead bolt can
be affixed to the outside should it ever becone
necessary to lock the facility? (e.g., in case of
enmergency evacuation.) [CVB 21A, Annex O
par agraph 4.b(2)(a)]

NOTE: An electronically activated |ock (e.qg.,
ci pher lock or keyless push-button | ock) may be
used on the entrance door to facilitate the

adm ttance of authorized personnel when the
facility is operationally nmanned. However,
these | ocks do not afford the required degree of
of protection and may not be used to secure the
facility when it is not nmanned.
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ANNEX E

FI XED COVBEC FAC LI TY CHECKLI ST ( CONT' D)

YES NO

11. Do other doors (e.g., enmergency exit doors and
doors to | oadi ng docks) neet the sanme installation
requirenents as the main facility entrance doors,
and designed so that they can only be opened from
inside the facility? [CVB 21A, Annex O paragraph
4.b(3)]

NOTE: Approved panic hardware and | ocki ng devices
(lock bars, dead bolts, knobs, or handles) may be
pl aced only on the interior surfaces of other doors
to the facility.

12. Is the entrance area equi pped with a device which
affords personnel desiring admttance the ability
to notify personnel within the facility of their
presence? [CMB 21A, Annex O paragraph 4.b(4)]

13. Is a nmethod enpl oyed to establish positive visual
identification of a visitor before entrance is
granted? [CVB 21A, Annex O paragraph 4.b(4)(a)]

14. |Is the entrance designed in such a manner that an
i ndi vi dual cannot observe classified activities
until cleared for access into the restricted
spaces? [CM5 21A, Annex O, paragraph 4.b(4)(b)]

15. Wiere wi ndows exist, are they secured in a
per manent manner to prevent them from bei ng opened?
(COVBEC facilities normally should not normally

contain wi ndows.) [CM5 21A, Annex O paragraph 5]
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ANNEX E

FI XED COVBEC FAC LI TY CHECKLI ST ( CONT' D)

YES NO

16. Are windows |less than 18 feet above ground al arned
and/ or barred to prevent their use as an access
point? [CVB 21A, Annex O paragraph 5. a]

17. |s observation of internal operations of the
facility denied to outside view ng by covering the
wi ndows fromthe inside, or otherw se screening the
secure area fromexternal view ng? [CVB 21A, Annex
O paragraph 5.Db]

18. Are other openings such as air vents, ducts, or
any simlar openings which breach the walls,
floor, or ceiling of the facility, appropriately
secured to prevent penetration? [CVS 21A, Annex O
par agr aph 6]

19. Do openings which are | ess then 96 square inches,
have approved baffles installed to prevent an
audi o or acoustical hazard? [CVB 21A, Annex O
Par agr aph 6. a]

20. If the opening exceeds 96 square inches, are
acoustical baffles suppl enented by either hardened
steel bars or an approved intrusion detection
system (IDS)? [COVB 21A, Annex O paragraph 6.Db]

E-7 ORI G NAL
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EKMS 3A
ANNEX F

EKMS | NSPECTI ON REPORT EXAMPLE

From (EKMS I nspector)
To: (1SIC1UC

Subj: REPORT OF EKMS | NSPECTI ON OF ( COVWWAND TI TLE)

Ref : (a) EKMS 3A

1. Title of conmand i nspected:
EKMS | D nunber:

Dat e i nspect ed:
| nspected by:

(Name, Rank/ Rat e/ G ade)
EKMS | nspector Certification:
(Date Certified/ Re-certified)

Certifying 1SIC
Certifying ARA Team

2. Evaluation of the command or unit inspected, [GRADE: (SAT or
UNSAT)] and comments as required to substantiate the eval uation.

3. Findings:

a. List each finding/discrepancy which is significantly
inportant to require action. Cite the appropriate reference(s)
for each finding/discrepancy noted. Do not list itens of a m nor
adm ni strative nature.

b. Imrediately bel ow each finding, list and briefly discuss
any corrective actions reconmmended to resolve the discrepancies
listed above.

4. Any additional comments or remarks.
5. The facility neets all physical security standards and

conti nued approval to hold classified COVSEC material up to the
| evel of i's authori zed.

6. [In accordance with reference (a), copies of this report,
portions thereof, or correspondence related thereto, froma
source external to the Departnent of the Navy shall include the
appropriate caveat included in EKMS 3A, either Article 410.a.,
410.b., or 410.c.]

. M SALTY
(EKMS | nspector)
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EKMS 3A
ANNEX F

EKMS | NSPECTI ON REPORT EXAMPLE ( CONT' D)

Copy to:
(Commands as indicated by the |ISIC

**% DO NOT FORWARD COPI ES TO DCMB  ***
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EKMS 3A
ANNEX G

EKMS FEEDBACK REPORT EXAMPLE

FM (1Sl C/1UC)// OFFI CE CODE/ /
TO DCVS WASHI NGTON DC/ / 80/ /

| NFO COVNAVCOMTELCOM WASHI NGTON DC/ / N34/ /
CHAI N OF COVIVAND

UNCLAS //N02201//

M5G D/ GENADM N/ (ORI G | SI C/ 1 UC PLA)//

SUBJ/ EKMS FEEDBACK REPORT/ /

REF/ A/ DOC/ DCVS/ OCT98/ /

AMPN EKVB- 3A, EKMS | NSPECTI ON MANUAL, ARTI CLE 405/ /
POC/1.M SALTY/ I TCS(SW/ -/ -/ DSN: 321- 7654/ /

RVKS/ 1. 1SI C | NSPECTOR S RECOVMENDATI ON(S) FOR CHANGES TO
EKVB | NSPECTI ON POLI CY ANDY OR PROCEDURES. | F APPLI CABLE
PROVI DE SUPPORTI NG DOCUVENTATI ON. / /

BT

G1 ORI Gl NAL
( REVERSE BLANK)



